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Amendment to the Table of Fees and Commissions 

CitiService News 

Excerpt from the Table 

of Fees and 

Commissions 

Foreign exchange 

rates 

Market analyses 

Dear All, 

Please be advised that on December 28, 2015 the amended Table of 
Fees and Commissions of the Bank came into force. 

The following items have been amended: 

¶ Rules of conversion of foreign currency transactions for VISA Cards. 
Detailed information is presented in a separate communication  
included in this issue of CitiService News. 

¶ Charges for VISA BUSINESS Debit Cards and VISA BUSINESS  
Guaranteed Cards. The charges have been broken down into three 
groups: 

1. Basic Services 
2. Account Statements 
3. Non-Standard Services 

A new item has been added under Prepaid Cards: 

¶ Fee for Foto Card 

The following items have been removed: 

- Speed Collect Light 
- Fotokasa 
- Goniec 

The excerpt from the Table of Fees and Commissions is available to  
Clients on www.citihandlowy.pl/strefaklienta. 

If you have any questions about individual pricing arrangements please 
contact your Relationship Manager. 

http://www.citibank.pl/poland/corporate/polish/files/wyciag_pl.pdf
http://www.citibank.pl/poland/corporate/polish/kursy_walut.htm
http://www.citibank.pl/poland/corporate/polish/CitiService.htm
http://www.citibank.pl/poland/homepage/polish/analizy_tygodniowe.htm
http://www.citihandlowy.pl/strefaklienta
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Please be advised that due to regulatory requirements of the VISA  

Organization, the method of settlement of foreign exchange transactions 

made with pay cards (credit, debit or prepaid cards) will change effective 

from the beginning of 2016. 

Card transactions made abroad will be settled in two simple steps: 

STEP 1:  One conversion from the currency of the transaction into PLN 
at the exchange rate of the VISA Organization 

STEP 2:  Charging the Bankôs commission, i.e. 4% of the transaction 
amount in PLN 

This is an important change compared to the previous method where 
the transaction currency was converted: 

¶ At the VISA level ï to the currency of settlements with the Bank 
¶ At the Bankôs level ï to the Bank Clientôs account currency, after 

adding a commission of 4% of the transaction amount. 

Each Client will receive a letter as an annex to the agreement, which the 
Client will be asked to sign, and the new rules and regulations of card use. 

If you have any questions about individual pricing arrangements please 
contact your Relationship Manager. 

Changes in the FX transaction settlement method: 
pay cards 



Safe use of CitiDirect: best practices 

For Citi Handlowy, security of electronic banking systems, and therefore of your 

money, is of key importance. We kindly request you to read the following rules 

that will help you maintain high level of security while using electronic banking 

services. 

 

Protect your computer! 
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¶ Use the latest version of the operating system and recommended  

web browsers 

¶ Use the latest version of anti-virus software and firewall 

¶ Protect tools and data used for logging and authorization of transactions 

¶ Protect your personal data ï use Internet resources wisely 

¶ Do not install software from untrusted sources 

¶ Do not answer email messages containing requests for personal details 

or access codes ï report all such cases to us 

¶ Do not open any attachments or click on any links in suspicious emails 

or text messages 

¶ Always log on to the electronic banking system using a trusted compu-

ter and network (avoid hot spots), entering the specific URL address ï 

do not search for the address in the web browser 

¶ When logging on to the system, always check whether the connection is 

secure (https, SSL, TLS) 

¶ Check authenticity of your Bankôs website by verifying the certificate 

and the information included therein 

¶ Never copy and paste bank account numbers for the purpose of making 

bank transfers but enter and verify the account numbers on your own 

¶ Check on a regular basis whether account numbers in payment  

templates have not been substituted  

¶ Remember to log out after finishing your session in the electronic ban-

king system (use the ñLog outò option) 

¶ Always inform the Bank of any non-standard situations or irregularities 

when using the electronic banking services 
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¶ Use multi-level authorization process ï avoid situations when a single  

person can make payments on his/her own  

¶ Make sure that high-risk transactions, e.g. payments for large amounts, are 

processed through a multilevel authorization process 

WARNING! Even the best designed internal processes may prove insufficient 

if control over transactions in the system is in the hands of one person only. 

¶ Consider using pre-defined payment templates 

¶ Create accounting processes so as to prevent modification of beneficiary 

account before inputting transactions into the system (e.g. in the file import-

ed to CitiDirect) 

¶ Make a request to Citi Handlowy to remove access rights for employees 

who left the company or are on a prolonged leave (e.g. maternity leave). 

Use the Activation/Set Up request for that purpose (Table 3) 

¶ Actively review user rights in the electronic banking system to ensure that 

they are assigned to proper individuals and that the rights are up-to-date 

and enable such individuals perform their duties in accordance with the 

minimum rights principle 

¶ Never pass your SafeWord card to anyone or share information related to 

the card (such as card number or PIN) 

We recommend changing the PIN code on a regular basis. To do that, fol-

low the steps below: 

¶ Switch on your SafeWord card by pressing the ñONò button 

¶ Enter the current four-digit PIN 

¶ Select the ñPINò button from the keyboard 

¶ When the words ñNEW PINò display, enter the new four-digit PIN 

¶ When the word ñAGAINò displays, reenter the new PIN 

¶ If the new PIN has been assigned correctly, the word ñSUCCESSò will di-

splay on the screen 

 

WARNING! Memorize the new PIN ï if you forget it, you will have to have 

your SafeWord card replaced. 

CitiDirect: take advantage and upgrade your 
security level 

! 
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Warning: hacker attacks 

Recent years have witnessed an increase in criminal activities in the Internet in 

Poland and around the world. Incidents where criminals attempt to extort sensitive 

or secret information from system users have become more and more frequent. 

Criminals often use advanced social engineering techniques. When contacting  

a company or an individual over a phone, they can impersonate a bank employee 

(e.g. Customer Service or Helpdesk manager) asking about details related to use 

of electronic banking system, such as: 

¶ Number of authorization levels 

¶ Sequence of authorization of instructions 

¶ Logging data (SafeWord card number) 

If any conversation raises your doubts, you can always ask the person to provide 

you with their personal data (name and surname) and verify them by calling: 

è CitiService: 801 24 84 24 or +48 22 690 19 81 

è HelpDesk: 801 34 39 78 or +48 22 690 15 21 

WARNING! Citi Handlowy never contacts its Clients to ask them for pas-

swords to the system, SafeWord PINs or any other  

information generated by the SafeWord card. 
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We kindly remind you of the need to review your user rights in CitiDirect. 
The purpose of such a review is to identify individuals that no longer use 
the CitiDirect system and therefore should not be designated as users. 

Changes in the rights or user list require submitting written instructions in 
the Bank. To make the review of CitiDirect user activity easier for you, we 
may review it on your behalf (this requires activation of an additional op-
tion in CitiDirect) or you may order a complete report with information on 
last logging activity.  

In case of any questions or doubts do not hesitate to contact the CitiDirect 
HelpDesk or CitiService teams on the following numbers: 

HelpDesk   CitiDirect CitiService 

801 343 978   801 24 84 24 

+48 22 690 15 21   +48 22 690 19 81 

helpdesk.ebs@citi.com  citiservice.polska@citi.com 

CitiDirect: review of user rights 
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