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Changes in the FX transa
pay cards
Pl ease be advised t hat due to r e
Organizati on, the method of settl e
made with pay cards (credit, debit
from the beginning of 2016.
Card transactions made abroad wil/
STEP Dne conversion from the curre
at the exchange rate of the VI SA Ol
STEP Zharging the Bankds commi ssi @
amount iin PLN
This is an i mportant change compar
the transaction currency was convel
T At the VItSAA tlhreewedurrency of sett
1 At the Bamhkdsthevedbhnk Clientbs
adding a commission of 4% of the
Each Client wildl receive a letter
Client wildl be asked to sign, and t
| f you have any questions about i

contact your Relationship Manager.
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Safe use of CitiDirect
For Citi Handl owy, security of electroc
money, is of key importance. We kindl
that wildl help you maintain high | eve
services.
Protect your computer!
1 Use the | atest version of the op:¢
web browsers
1 Use the | atesviwvesssoht whranand fir
1 Protect tools and data wused for | o¢
1 Protect youripeesbmiérmdat aresour ces
1 Do not install software from untru:
1 Do not answer emai l messages cont al
or accesig epoddas all such cases to u
1 Do not open any attachments or cli
or text messages
1 Al ways | og on to the electronic ba
ter and network (avoid hot spotés),
do not search for the address in tl
1 When | ogging on to the system, al wi
secure (https, SSL, TLS)
1 Check authenticity of your Bank©ébs
and the information included therei
1 Never copy and paste bank account |
bank transfers but enter and verif)
1 Check on a regul ar basi s whet her
templ ates have not been substitutec
1 Remember to | og out after finishin
king system (use the ALog outod opti
1 Al ways inform thestBadhrdf sanyanioan
when using the electronic banking ¢
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CitiDirect take advant a

security 1| evel

] Us e nluelvteil aut horiiamsbidnsptoatbens v
person can make payments on his/ her

] Make sure-ril&t thiaglsactions, e.g. pa
processed through a multilevel auth

WARNI Nfolen the best designed interna

if control over transactions in the sy

1 Consider -desfiingegprmpayment templ ates
Create accounting processes so0 as t
account before inputting transactio
ed to CitiDirect)

] Make a request to Citi Handl owy to
who | eft the company or are on a p
Use Adtei vatioaffB8est Upor that pur pose

1 Actively review user rights in the
they are assigned to proper i ntddati e
and enable such individuals perforr
mini mum rights principle

] Never pass your SafeWord card to an
the card (such as card number or Pl

We recommend changing the PIN code on

l ow the steps bel ow:

1 Switch on your SafeWord card by pre

1 Enter the -¢diugirtenPl Nour

1 Select the API NO button from the ke

1 When the words ANEW PI NoO -di gipt afl, Ne

1 When the word AAGAI NO displays, ree

1 I f the new PIN has been assigned coc
splay on the screen

WARNI| NGdmorize t hiei fneywo UPIfNor get it

your SafeWord card replaced.
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War ni ng hacker attacks

Recent years have witnessed an increa:
Pol and and around the world. I ncidents
or secret information from system user
Criminals often use advanced soci al e
a company or an individual over a phon
(e.g. Customer Service or Helpdesk man
of electronic banking system, such as:
1 Number of authorization | evels

1 Sequence of authorization of instru
1 Logging data (SafeWord card number)
I f any conversation raises your doubts
you with their personal data (name and
e CitiServi 8d4: 2806930 +U3B &1

e Hel pDe34« :380718 ®90 +UB 2D

WARNI NGilt i Handl owy never contacts

swords t o t he system, Saf eWord

information generated by the SafeWord
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system and

t s
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your
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CitiService teams on

24

248 6230 19 81
hel pdesk. ebsdadcti its ercwimc e .

citi handlowy’

.-
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or user Il i st
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activity.

Citi Servi c
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