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Continuity of business –
secure connectivity 
with Bank
Solutions for Clients working in 
contingency situation



We care about our and your 
readiness to maintain business 
continuity.
Please read this material and use the CitiDirect BE and CitiManager
functionalities that will help you while working in flexible locations.
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CitiDirect BE useful features which help to keep 
continuity of business

MobilePASS
It guarantees an access to CitiDirect BE using dynamic passwords generated on a smartphone. 
Thanks to MobilePASS, there are no risks associated with the delivery of a hardware token and 
there is no need for physical contact e.g. with the supplier. When logging in, you do not need to 
have an additional device with you - just a smartphone. 
MobilePASS leaflet >>     User guide >> 
Enabling Users for MobilePASS >> Frequently Asked Questions >>

CitiDirect BE Mobile 
Application allows to manage everyday transactions, directly from the smartphone or tablet. 
Is easy-to-use, secure and feature rich. First of all it is a remote access to account information 
and authorization of transactions – without dependency on the location, office, computer in the 
office. All CitiDirect BE users are entitled to use mobile app. 
CitiDirect BE Mobile leaflet >> More details >>

Security Manager
This function is given to designated employees in your company. Security Manager is allowed 
to manage users profiles, their entitlements and authentication tools (token, MobilePASS) –
independently, quickly, without any additional documentation and any contact with the Bank. 
Bank requires a minimum of two Security Managers, but recommends three to ensure adequate 
backup.
Security manager leaflet >> Designate CitiDirect BE Security Manager >>

http://www.citihandlowy.pl/poland/citidirect/english/pdf/cd_mobilepass_leaflet.pdf
http://www.citihandlowy.pl/poland/citidirect/english/pdf/cd_mobilepass_guide.pdf
http://www.citihandlowy.pl/poland/citidirect/english/pdf/cd_mobilepass_manual.pdf
http://www.citihandlowy.pl/poland/citidirect/english/pdf/cd_mobilepass_FAQ.pdf
http://www.citihandlowy.pl/poland/corporate/english/pdf/citidirectmobile_en.pdf
http://www.citihandlowy.pl/poland/corporate/english/mobile-access.htm
http://www.citihandlowy.pl/poland/citidirect/english/pdf/security_manager.pdf
http://www.citihandlowy.pl/poland/citidirect/english/pdf/cd_channels_onboarding_form.pdf
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Platform for electronic document circulation

eForms
This is an electronic documents exchange platform, available for Clients of Citi Handlowy 
through CitiDirect BE. eForms platform has been designed to limit the exchange of standard 
and non-standard paper documents with the Bank to the minimum necessary.

Thanks to the platform:
• You can submit requests to the Bank in a faster and simpler way
• The built-in hints will help you to fill out the form correctly and minimize the risk of making a mistake
• The Bank will be able to verify the correctness of the request you submit more efficiently
• You will be able to check the status of your case on the platform; additionally, you will receive a 

request status notification in the form of an e-mail alert or text message
• You can check historical eForms and get a report

More details >> eForms activation form>>
The latest list of eForms >>

http://www.citihandlowy.pl/poland/corporate/english/eforms.htm
http://www.citihandlowy.pl/poland/citidirect/english/pdf/eforms_activation_configuration.pdf
http://www.citihandlowy.pl/poland/citidirect/english/pdf/eforms-forms-list.pdf
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Staying Secure on our Digital Channels

Irrespective of the multi-level security scheme implemented by the Bank, a User should always be aware of threats.
We want to draw your attention, that criminals may use social engineering to effectively attack to withdraw funds from bank 
accounts.
It is popular type of attack called BEC (Business E-mail Compromise).
More details >>

IMPORTANT: Beware of deceptive announcements related to the coronavirus epidemic (COVID-19) –
Statement of the General Police Headquarters and FinCERT.pl (Polish version)

Please be especially vigilant!

More information about security >>
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Best
Practices

• Use anti-virus
and other
detection tools

• Update web
browser and 
Java
regularly

• Do not share 
to anyone your 
SafeWord card, 
MobilePASS and  
do not disclose 
your PIN

• Validate 
instructions for 
any counterparty 
updates 

• Enable dual 
approval on 
transactions

• Segregate 
duties for 
sensitive 
and high-risk 
activities

• Monitor users 
activity and 
analyze non-
standard 
situations

• Establish robust 
controls around 
beneficiary 
changes

• Never leave 
an active session 
unattended

• Log-out at 
the end of each 
CitiDirect BE 
session

More information about security on Citi web pages >>

http://www.citibank.pl/poland/corporate/english/pdf/cybersecurity-business-email-compromise-en.pdf
https://zbp.pl/Aktualnosci/Wydarzenia/Uwaga-na-oszukancze-ogloszenia-zwiazane-z-epidemia-koronawirusa
http://www.citihandlowy.pl/poland/citidirect/english/security/electronic-banking-security.htm
https://www.citibank.com/tts/sa/cybersecurity-toolkit/
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Beware of cyber threats! 
Check if Your Home Network 
is safe.

Work during COVID-19 is often remote, surrounded by family, using mobile devices and home 
appliances. We draw your attention to an important area of cybersecurity concerning Securing 
Your Home Networks:

• Securing Your Home Network Guide >>
• Checklist to Secure Your Home Network >>

More >>

http://www.citibank.pl/poland/corporate/english/pdf/securing-your-home-network2.pdf
http://www.citibank.pl/poland/corporate/english/pdf/securing-your-home-network1.pdf
http://www.citibank.pl/poland/citidirect/english/security/electronic-banking-security.htm
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Beware of cyber threats! 
Check if your procurement 
process is safe.

Change in habits and current work standards creates temptation for hackers who may try to exploit 
our lack of attention or caution. We draw your attention to an important area of cybersecurity
concerning secure procurement and cooperation with suppliers:

• Time Critical Procurement Due Diligence Checklist >>
• Case Study >>

More >>

http://www.citibank.pl/poland/corporate/english/pdf/due-diligence-checklist.pdf
http://www.citibank.pl/poland/corporate/english/pdf/case-study.pdf
http://www.citibank.pl/poland/citidirect/english/security/electronic-banking-security.htm


Useful information for Clients using 
Citi Handlowy Corporate Cards
Corporate Cards Program Administrators
CitiManager
Allows you to view current transactions made by credit
and debit cards by your employees.
Registration and login method >>
(login code for Administrators: 236460).

Kartybiznes.pl
• Program Administrator Zone – current 

documentation including template of Proxies’ 
Specimen Signature Card, document which allows
to setup Administrator (we recommend to 
setup more Card Administrators)

• Credit/Debit Card applications with instructions 
on electronic submission

• Insurance – detailed information about packages 
and how to report on damages

Contact details
• Corporate Cards hotlines >> 
• eForms – electronic documents exchange platform; 

details >>
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Corporate Cards Cardholders
CitiManager
Allows you to activate your credit card, view your PIN, 
send a complaint or request for a card replacement. 
System is available in a mobile version CitiManager
Mobile (details >>).
Registration and login method >>
(login code according to instructions on screen).

Kartybiznes.pl
• Insurance – details of insurance packages and how 

to report on damages with instructions for 
contacting the insurer

• Blocking/Losing the card – contains instructions 
how to contact with Bank with these case

• ATM finder – section directs to dedicated VISA 
website enabling ATM location

Contact details: 
• Corporate Cards hotlines >>

http://www.citibank.pl/poland/wirtualna-akademia-klienta/index.html
http://www.citibank.pl/poland/corporate/english/client-zone-contact.htm
http://www.citihandlowy.pl/poland/corporate/english/eforms.htm
http://www.citibank.pl/poland/corporate/polish/download-citimanager-mobile.htm
http://www.citibank.pl/poland/wirtualna-akademia-klienta/index.html
http://www.citibank.pl/poland/corporate/english/client-zone-contact.htm


Please be advised that the Bank has changed
the contactless payment limits for Debit and Credit 
Visa Business Cards and Prepaid Mastercard
Payment Cards.
Limit applicable to non-PIN contactless transactions 
has been raised from PLN 50 to PLN 100.
This change is effective at all POS terminals which 
have been updated appropriately to accept 
the raised limit. 
Payment without entering a PIN code is safer due to 
sanitary reasons.
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A qualified electronic signature, in accordance with the requirements of the Civil Code and 
the EU eIDAS Regulation, is equivalent to a handwritten signature. Electronic documentation 
workflow based on a qualified electronic signature will allow you to maintain easy access to our 
services, without having to send paper documents and personal contacts.

Information leaflet >>

Sign documents electronically!
Take advantage of simple 
solutions and use a qualified 
electronic signature.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
http://www.citibank.pl/poland/corporate/english/pdf/qualified-electronic-signature.pdf
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Contact your auditor 
and start using audits issued via Confirmation.com!

We issue audits through
Confirmation.com
Fast and safe.

Please send requests to prepare audits via www.confirmation.com platform. Digitalization of the 
process will allow to accelerate and improve the efficiency of issuing.

Some of the key benefits of using Confirmation.com:

• faster audit responses (improvement of 
the auditor’s work allowing to save their 
time by approx. 50%)

• secure information flow (financial data 
is sent between validated users within 
the platform, eliminating the risk 
of financial data being accessed or 
compromised by an unauthorized party)

• reduced paper documentation, thereby 
another step ahead for the environment

• easy access (no need to log in or register 
on the platform – your auditor will set up 
your client profile and authorized signers -
all you’ll need to do is provide digital 
authority)

Information leaflet >>

http://www.confirmation.com/
http://www.citibank.pl/poland/corporate/english/pdf/audit-confirmation.pdf
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Contact

For detailed information concerning the product functionalities, fees and 
commissions for the use of the product, requirements and terms of use of the 
product, and the risks involved, contact your Relationship Manager
or CitiService.



Bank Handlowy w Warszawie S.A. (the “Bank”) do not provide tax or legal advice. Any discussion of tax matters in these materials (i) is not intended or written to
be used, and cannot be used or relied upon, by you for the purpose of avoiding any tax penalties and (ii) may have been written in connection with the "promotion
or marketing" of any transaction contemplated hereby ("Transaction"). Accordingly, you should seek advice based on your particular circumstances from an
independent tax advisor.

This communication is provided for informational purposes only and may not represent the views or opinions of the Bank, employees or officers. The information
contained herein does not constitute and shall not be construed to constitute legal, tax and/or accounting advice by the Bank. This material does not constitute an
offer in the meaning of article 66 of the Civil Code. The Bank makes no representation as to the accuracy, completeness or timeliness of such information. This
communication and any documents provided pursuant hereto should not be used or relied upon by any person/entity (i) for the purpose of making regulatory
decisions or (ii) to provide regulatory advice to another person/entity based on matter(s) discussed herein. Recipients of this communication should obtain
guidance and/or advice, based on their own particular circumstances, from their own legal, tax or accounting advisor.

Any terms set forth herein are intended for discussion purposes only and are subject to the final terms as set forth in separate definitive written agreements. This
presentation is not a commitment or firm offer and does not obligate us to enter into such a commitment, nor are we acting as a fiduciary to you. By accepting this
presentation, subject to applicable law or regulation, you agree to keep confidential the information contained herein and the existence of and proposed terms for
any Transaction.

We are required to obtain, verify and record certain information that identifies each entity that enters into a formal business relationship with us. We will ask for your
complete name, street address, and taxpayer ID number. We may also request corporate formation documents, or other forms of identification, to verify
information provided.

Certain services and/or products mentioned in this communication may contain provisions that refer to a reference or benchmark rate which may change, cease to
be published or be in customary market usage, become unavailable, have its use restricted and/or be calculated in a different way. As a result, those reference or
benchmark rates that are the subject of such changes may cease to be appropriate for the services and/or products mentioned in this communication. We
encourage you to keep up to date with the latest industry developments in relation to benchmark transitioning and to consider its impact on your business. You
should consider, and continue to keep under review, the potential impact of benchmark transitioning on any existing services and/or product you have with the
Bank, or any new services (you avail) and/or product you enter into with the Bank. The Bank does not provide advice, or recommendations on the suitability of
your service and/or product choice including with respect to any benchmark transitioning on any existing service and/or product you have with the Bank. You
should obtain professional independent advice (tax, accounting, regulatory, legal, financial or otherwise) in respect of the suitability of your service and/or products
in light of benchmark transitioning as you consider necessary.

Citi and Citi Handlowy are registered trademarks of Citigroup Inc., used under license.  
Citigroup Inc. and its subsidiaries are also entitled to rights to certain other trademarks contained herein.

Bank Handlowy  w Warszawie S.A. with registered office in Warsaw, 16 Senatorska Street, 
00-923 Warsaw, registered in the register of entrepreneurs of the National Court Register 
maintained by the District Court for the Capital City of Warsaw in Warsaw, 12th Business Division 
of the National Court Register under No. KRS 000 000 1538; Tax Identification Number 
NIP 526-030-02-91; with share capital of PLN 522,638,400, fully paid-up. 

Links in our communication messages lead to websites or marketing materials of our Bank 
or our partners and are provided for information purposes. Links are not used to collect sensitive data 
from our Clients. In case of any doubts, please contact the sender of the message from the Bank.


