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1. Introduction

CitiDirect is accessed via the CitiDirect BE portal page — at https://portal.citidirect.com. Detailed information '

on login is available in the ‘Login’ User Manual at www.citidirect.pl website.

After login into CitiDirect BE portal the Security Manager can access the following two tabs from the

navigation bar at the top of the screen:

a) ‘Self Senice’ — used to perform main administrative activities on the Users

b) ‘CitiDirect Senices’ — used to access CitiDirect application and other administrative functions

Treasury and Trade Solutions KAROLINA NOWICKA My Messages  Help My Seftings  Logout

ctr CitiDirect BE™

Home CitiDirect Services Self Senvice

Client Logged in as: PPHU Karola S.A. 0 failed attempts since last login 05M16/2014 11:51:38

The administrative activities performed by a Security Manager in order to assign suitable CitiDirect
entittements to the CitiDirect to a particular User are performed in two administrative modules, i.e. directly
from the CitiDirect BE portal (options available in the ‘Self Senice’ menu) and in the window of the CitiDirect

Senices application (options available in the ‘User Administration’ menu).

Main steps, which must be performed in order to create a new User and grant them suitable entitlements to

use CitiDirect are as follows:

1. creating the User in the CitiDirect BE portal
2. granting the User access to the CitiDirect application, (action performed in the CitiDirect BE portal)
3. assigning the User individual entitlements to chosen CitiDirect functions, (action performed in CitiDirect

Senices window)

Note! The changes made in the system during each of the above steps must be AUTHORIZED by a

person with Security Manager entitlements, other than the person who created/entered the changes.

Detailed instructions on User entitlements administration can be found in the next sections of this User

Manual.

Note! Under the provisions of the Act on Counteracting Money Laundering and Terrorism Financing
of 16 November 2000, the Bank is obliged to identify persons authorized to place instructions and

conclude transactions in the name of the Account Holder.

With respect to the abowe, entitling a User (new or existing) to authorize transactions made from a particular
account, and in case there is no authorization flow on the account — entitling them to initiate transactions with
the Bank, requires the ‘Personal data of persons making transactions / statements of will in the name of the
Account Holder / Client’ form to be filed with the Bank for such change to be active in the system. In case the

form in question has been already filed with the Bank for a particular User, there is no need to file it again.
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2. User

By creating new users, the Administrator has the option of choosing credential type that will be assigned to l
them. CitiDirect Users can log in using mobile tokens (MobilePASS applications) or hardware (SafeWord
cards).

Creating SafeWord sign-in users must be preceded by the release of SafeWord cards for these users.

Therefore it is essential to inform Citi Handlowy of the need to issue such Safeword cards by filing the ‘CitiDirect
- Request for Safeword cards and PIN issuance — Security Manager’ application form, completed with data of
the Users to be created in the system for whom the Safeword cards should be issued. Safeword cards for the
Users are delivered to the Client together with the instruction for the Security Manager. The instruction is titled
‘CitiDirect — Safeword Cards Assignment to Users — Security Manager and contains information on the
assignment of Safeword cards to particular Users.

In order to create, modify or delete a User and activate the received Safeword cards in the systemiit is

necessary to log into CitiDirect BE Portal and perform the actions described below.

2.1 Creating a User (creating Security Manager)

To create a new User, hover the mouse pointer owver the ‘Self Senice’ option in the CitiDirect BE portal

navigation bar — a drop-down menu will appear.
Select ‘User & Entitlements - New’ from the list.

Treasury and Trade Solutions KARCOLINA

citr

Home CitiDirect Senices Self Service

Client Logged in as: ACTIVATION & SU S
Client Administration Service Reference Information

Jusers & Entitiements - new | | Hotiday calendar

Client Settings - Mew Payment Cut-Off Time

CitiDirect unavailable on Satur . Client Senice Contacts
Learning and

Communications
Featured Topics

FAQs

Account Balances

A sidebar navigation menu will appear. Select ‘Users & Entitlements — New’ > ‘Users’ - ‘Create’.

citr

Home CitiDirect Senices Self Senvice

Create

Users &
Entitlements
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The form for creating a new User will appear. «

Fill out the following sections:

User Information,
Credentials,

User Entitlement Association,

YV V V V

User Access Profile Association.

The other sections will becomes active when the first one is completed.

Create User

Complete the sections below o define user information, assign credentials and associate * =Required Field
entitlements.

Single Bulk
# First Name Middle Name # Last Name
> 1 - User Information This section is
> 2 - Credentials This section is optional
? 3 . User Entitlement Association This section is optional
> 4 - User Access Profile Association This section is optional

Expand All [ Collapse All

Select User profile status from the drop-down list:

> ‘Active’ — If you choose the MobilePASS - Host 9 Credential type, you will be able to use CitiDirect right
away. If you choose the SafeWord Credential type, you will be able to use CitiDirect after you have received

a PIN for your SafeWord card.
» ‘Inactive’ — You will not be able to log on to the system immediately after you configure your MobilePASS

application or receive your PIN to the SafeWord card. In order to allow the user access to the system, it
will be necessary for the Administrator to change the status of the User profile to "Active".

NOTE! If no User status is selected, the system will automatically assign the ‘Active’ status.

After selecting the User status please complete the ‘User Information’ section. Fields marked with a star are
mandatory and cannot remain empty. Some of the mandatory fields will be automatically completed by the
system, based on the data entered during the creation of the Client Profile in CitiDirect. Please erify the
correctness of this suggested data. Completing the information in all the mandatory fields is necessary for
successful User creation.

Address data must be confirmed by selecting the ‘The above address is correct’ checkbox. If the
address automatically filled in by the system is incorrect, select ‘Create new address’. This will clear the

previous address data and let you input a new address.

www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

citi handlowy’



Presented below is the new User creation screen view.

Create User

Complete the sections below to define user information, assign credentials and associate * =Required Field
entitlements.

Single Bulk

# First Name Middle Name # Last Name
AMMNA KOWALSKA

~ 1 - User Information

Enter general user information, address and contact details.

User Alias # Status User Category
@ Active |2 Inactive [T citi Employee
Initials Alternate Login ID (i) User Manager ()
Q
Employee ID

Address Details

Click 'The above address is correct' check-box to confirm that address details are correct.
Click 'Create New Address' to enter new address details.

Building/Floor/Room Street Address 1 City

* Country State / Province | Territory Postal Code / Zip Code
Poland (PL) 11015

Time Zone

Sarajevo, Skopje, Warsaw, Zagreb (EC3)

I # The above address is correct I

Create New Address

Contact Details

# Telephone * Email
43 administrator@a.pl

Next, please fill out the ‘Credentials’ section as presented on the following picture

Select dates, days and hours

when the User should be allowed

* Telephone * Email to work in the system.

48 administrator@a.pl

Allow Access

* Date * Time Days of the week

* From * To From To SUN MON [¥ITUE [¥IWED
10/0212015 1000272020 12:00:00 AM @ 11:59:59 PM @ THU FRI SAT

# SDR User Account Type (i) User ID

@ Omnibus © Sub-Account

» 7 Credentials Leave the ‘User ID’ field blank.
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Credential Type: MobilePASS - Host 9

In Create User screen, upon entering all mandatory data in “1 — User Information” section, scroll down to “2 —
Credentials” and click on “Add Credentials”.

In field Telephone please provide user mobile phone number.
Mobile phone number and Email address must be unige for each user and can not be used by other users.
Choose credential type “MobilePASS — Host 9” and Click on Select

Please note that if a User is only being setup for MobilePASS, no other option should be selected in “2 —
Credentials” field. If for example another option is chosen (Challenge/Response - Host 9), MobilePASS will

not be available in “Select Credential Type” window; you will need to remove the other credential if
available, by clicking on the X button next to the credential ID field.)

Baluet Cradential Typs |24}

L e

L3l frem skt tressrl 1ypsn

| Tl Ty Cirrkemtial My s iptian
L1 e — iy Y CMUCCT Y | A Y

S SR S I Ao Credeasa

Il CRDoms Cnira 10 CRDunras COrird Ao Cscir bl
T | B B s I WO | T M s S el

| Fesass Dk 4 FRial 2 Tk (s A e R

Shrh

[0 ‘'céca OTP

Bt o Thme Pommacrad
mira Oea Times Fasraans

SAot ™ aws — Moot T Al-cbm™ wi O Trra Posn wecad
— S—

B Bl R T R e B

o

Select Credential Type (20)

#

Seangih

Credanial Typa: MotkFam

Bk To feaih

Lint cf Availsbin Crecastsl Typay

(| Credaniial Ty Credariel Descriphun

Trugss WRES Nos PRI e Tg] TR T SN RN PURSS MR e SATH
ol ar iy a3sn

To add another credential type, User has to activate MobilePASS and login to CitiDirect - after that another credential
type for example Challenge/Response - Host 9 can be added.

~w 2 - Credentials

This section is optional

The following credentials will be assigned to this user. Use Add Credentials to assign additional credentials.

# Credential ID m

Credential Type Action

Challenge/Response - Host 9 Select

| Q Add Credentials |
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Credential Type: SafeWord card

After you complete section 1, section 2 will become active. Expand the ‘Credentials’ section and select ‘Link

Existing Safeword Card’ in the ‘Action’ drop-down menu. Next, in the ‘Credential ID’ field enter the serial «
number of the Safeword card for the currently created User, according to the instruction with assignment of

the Safeword cards to particular Users that you received from the Bank.

* Date # Time Days of the week

# From * To From To # SUN ¥ MON I TUE I WED
10/08/2015 10/08/2020 12:00:00 AM @ 11:59:50 PM @ 4 THU ¥ ERI 4 SAT

# SDR User Account Type (1) User ID

* Omnibus Sub-Account

~ 2 - Credentials This section is optional

Select one or more access credentials.

Credential Type Action # Credential ID x

Challenge/Response - Host @ Link Existing Safeword Card A XX00001

C, Add Credentials

NOTE!: The Safeword Card number must be identical with the Safeword card number that the Bank
specified for the User in the ‘CitiDirect — Safeword Cards Assignment to Users — Security Manager’

instruction delivered together with the Safeword cards each time such cards are issued.

When creating a new User on the Client Profile in CitiDirect, there is an option to assign particular groups of
entitlements to that User already during the creation process in section 3. ‘User Entitlement Association’.
While assigning such entitlements during User creation please do not perform any of the steps described
under section 3. ‘Entitling User with access to CitiDirect’ of this User Manual. To add entitlements, mowe

them from ‘Available Entitlements’ window to ‘Entitlements for Association’ with the ‘Add’ button.

# Omnibus Sub-Account

» 2 - Credentials @ This section is optional

~ 3 - User Entitlement Association This section is optional

Select one or more entitlements to associate.

Available Entitlements Entitlements for Association
Available Entitlements (1 -1 0of 1)
Select All = [C] PPHU KAROLA S.A.
CitiFX Pulse Classic Default [C] citiDirect Services

Add >

< Remove

If you wish to assign Security Manager entitlements to a User, select the ‘'SYSTEM ADMINISTRATOR’
group from this list.
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On the User creation screen it is also possible to add entitlements to payments or other functions

that the User should be entitled to perform on the accounts. This access is granted in section 4. ‘User

Access Profile Association’. To grant entitlements in this section, follow the steps described further in this
manual. The entitlements should be added in the same way as in section 3.

v 4 - User Access Profile Association This

Select one or more access profiles to associate.

Available Access Profiles Associated Access Profile(s)

Search

User Access Profile Association (1 -110 of 110)
Select All
DELPHI -
ACCESS PROFILE 1
ACCESS PROFILE 2

ACCESS PROFILE 3
ACCESS PROFILE 4
ACCESS PROFILE S < Remove

] ACCESS PROFILE®6

To view the contents of an access profile, click its name. The information will appear in a separate window:

Access Profile Details *)

G Collapse All

= NOWAK INFORMACJE
Exchange Rate Inquiry
Transaction Summary Inquiry
Balance Summary Inguiry
Transaction Detail Advice Inquiry

Cash Transaction Initiation Reports

& General Cash P
= Account

011030 1508 0000 0000 0000 0001
021030 1508 0000 0000 0000 0001
031030 1508 0000 0000 0000 0002

= Customer number
Q0000

[=] Branch number
289

After completing all sections click the ‘Submit’ button in the left lower corner of the screen to sawe the User.
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A message will appear. It will either be a confirmation message informing that the User was sent for

authorization or an error message with instructions on what needs to be corrected.

Create User

@ Confirmation

The user has been created and sent for authorization.
1. ¥ou can track the record status in the All Users section

Complete the sections below to define user information, assign credentials and associate

entitlements.

Single Bulk

* - Required Field

2.2 Creating a User (authorizing Security Manager)

Actions of creating the User and performing modifications on the User profile, (eg. change of e-mail address)

need to be authorized. The created User can be authorized by an existing User with Security Manager

entitlements, other than the User who performed the creation action.

In order to authorize the User, hover over the ‘Self Senice’ option in the CitiDirect BE Portal main navigation

menu and then select ‘Users & Entitlements’ from the list.

Treasury and Trade Solutions

citr

Home CitiDirect Sernvices Self Senvice

Client Logged in as: ACTIVATION & SU

Client Administration Service

KAROLINA

Reference Information

Jusers & Entitements - ew |

Holiday Calendar

Client Settings - Mew

CitiDirect unavailable on Satur|
Learning and

Communications

Account Balances

Featured Topics
FAQSs

o °

Users &
Entitements

E} Entitiements Authorize
Client Settings L

Clients User Entitliement

Association

Modify/Repair

As of
10/08/12015
12:25:48

&3

All Users

Payment Cut-Off Time
Client Service Contacts

Sections with records awaiting authorization are

marked with an orange dot n and a counter

indicating the number of records awaiting

authorization. You can enter the authorization
interface by selecting: ‘Users & Entitlements’,

‘Users’, and then ‘Authorize’.
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In order to authorize the User and check their details, select the appropriate record from the ‘Authorize’
worklist and click the field with a hyperlink (in this case: the surname and name of the User) — detailed «

information about this record will be displayed.

Click here to enter the User details.

Authorize Users (1) 7 =

Show Search Criteria

Authorize (1 -1 of 1) Selected ltems: 0 (As of 10/08/2015 12:30 PM GMT+01:00) {§}
f . f Entitlement
User name 2 a User Alias Action Worklist status er i User Status 1a
MLODA, AGNIESZKA -- Pending Authorization 1 Inactive
Authorize Send To Repair Reject

In the detailed view of the record you can see all the User information that has been entered by the Security

Manager who created the User. Please always verify the correctness of this data, especially:

a) User Information — User data such as First Name, Last Name, company address and e-mail address
b) Access settings — date, time, days of the week when the User is entitled to work in the system

c) Credentials (i.e. Safeword card number) — must match with the Safeword card number specified for
this User on the ‘CitiDirect — Safeword Cards Assignment to Users’ instruction that the Security

Manager received from the Bank.

d) User Entitlement Association — entitlements assigned to the User. The following entitlement should
be assigned to the User: ‘CitiDirect Senices’. If the User should be granted Security Manager
entitlements, they should also be assigned the ‘SYSTEM ADMINISTRATOR’ group.

e) User Access Profile Association — assignment of respective access profiles that contain entitlements

to functionality related to accounts.
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The below picture shows example view of details of the User submitted for authorization:

Authorize Users: Details =
MLODA, AGNIESZKA
Pending Authorization
Action
m Send To Repair Reject
User Details
User Alias Status First Name Middle Name
- Inactive AGNIESZKA -
Last Name Initials Alternate Login ID User Manager
MLODA - - -
Employee ID Type
SOEID
Employee ID

IAddress and Contact Details I

Street Address 1 Telephone Time Zone Email
poleczkil 45 Sarajevo, Skopje, Warsaw, admin@admin.pl
Zagreb
I Allowed User Access
Date Range Time Range Days Range

10M1/2015-10M1/2066 12:00:00 AM-11:59:59 PM

SUN MON TUE,WED THU FRISAT,

SDR User Account Type Functional User User ID
CMNI False 2252127
End-To-End Encryption Status:Not Upgraded to EZEE
| Credentials (1 -1 of 1) (As of 10/D8/2015 12:32 PM GMT+01:00)
Credential Type Credential ID Credential Description

nt Associations (1 -1 of 1) |

Challenge/Response - Hostd

| User Entitl

Entitlement Name Client Name

PPHU KAROLA S A

IAccess Profile Associations I

Access Profile Name Client Name

No Record Found

Safeword Card Login using Host 9

(As of 10/08/2015 12:32 PM GMT+01:00)

Entitlement description Status

Inactive

(As of 10/08/2015 12:32 PM GMT+01:00)

Association Date Status

Reset User

m Send To Repair

< Back To Authorize

Reject

If the entered data is correct, click
‘Authorize’ to authorize this User.

In order to authorize a User record, click the ‘Authorize’ button. A window will appear informing about

successful authorization of User profile or possible errors.
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Authorize Users 7 & «
@ Confirmation
The User has been autharized.
1. You can track the record status in the All Users section

Show Search Criteria

In case of any errors in the entered data, the created record should be sent to repair (sending to repair has
been described in the 2.3 section of the hereby Manual) or rejected. If you choose to reject the record, you

will be able to create the User again according to section 2.1 of the Manual.

2.3 Repairing, modifying or rejecting User record changes

In case of discowering errors while erifying the data entered by the creating Security Manager, the
authorizing Security Manager can choose to either send the verified record (i.e. User creation/modification)
to repair or can decide to reject it. If the authorizing Security Manager rejects the newly created record (for
instance: if the User is not supposed to hawe access to the system) — the record representing the created

User will disappear from the system. The User can be created in the system again in the future should such

need arise.
Authorize (1-2 of 2) Selected Items: 1 (As of 10/08/2015 1:00 PM GMT+01:00) O {§}
. . ; Entitlement
User name 2 a User Alias Action Worklist status Association: User Status 1.a
FORMALSKA, ELIZA -- Pending Authorization 1 Inactive
ZIAJLO, BOZYDAR -- Pending Authorization 1 Inactive
Authorize Send To Repair Reject

After choosing ‘Send to Repair or ‘Reject’ options, the system will additionally ask you for the reason for

correction or rejection of the record. Specify the reason and then click ‘Send to Repair’ or ‘Reject’ to confirm.

Send to Repair Confirmation

fx“\

ANy

User Name: FORMALSKA ELIZA

Please specify the reason

in correct user email address|

|
Send To Repair Cancel
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The record, which has been sent ‘To Repair’ will appear on the ‘Modify/Repair’ worklist, where User data can

be corrected or rejected (refer to the example below):

s’

Users &
Entitements

EE>

Client Settings

Clients

As of
10/08/2015
13:03:41

&

Modify/Repair Users (1)

Show Search Criteria

Maodify/Repair (1 -1 of 1)

Create

Authorize
1

Entitiements

User Entitiement
Association

Modify/Repair
1

All Users

[ =

Selected tems: 0 (As of 10/08/2015 1:04 PM GMT+01:00) (¥ {@}

User name 2 a User Alias

FORMALSKA, ELIZA

Entitlement

Association: User Status 14

Worklist status

Sent for Repair Inactive

Remove

To see the reason why the record was sent to repair go to User details by clicking the hyperlink (in this case:

the surname and name of the User).

An additional window will appear on the User data screen, providing

information on the reason entered by the authorizing Security Manager who sent the record to repair.

Sent for Repair

Modify/Repair Users: Details

[ Authorizer comment:

in correct user email address
KARCLINA NOWICKA | 10/08/2015, 07:03 E

entitlements.

# First Name
ELIZA

Complete the sections below to define user information,

)

assign credentials and associate

# Last Name
FORMALSKA

Middle Name
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To modify an existing User please select the User on the ‘All Users’ worklist (refer to the example below). To

enter the User details, click the field with a hyperlink (in this case: the surname and name of the User). A

window with User data will then be displayed where the data can be modified. Afterwards the modified

record can be submitted for authorization as described under section 2.1. User creation (creating Security

Manager) of the User Manual.

All Users (8) 4
Show Search Criteria
All (1 -8 of 8) Selected ltems: 1 (As of 10/08/201
f f Entitlement
User name 2 a User Alias Worklist status Association: User §
MLODA, AGNIESZKA HX00004 Processed 1 Inactive
NOWAK, JAN WH00023 Processed Inactive

In case of authorization of the User who has already existed in the system when his information was being

changed, the authorizing Security Manager can check what information has been changed by selecting the

‘Review Changes’ option at the bottom of User details screen (refer to the example below).

Authorize Users: Details

MLODA, AGNIESZKA

Pending Authorization

IReviev.-' Changes I

Action

m Send To Repair

User Details

Reject

After clicking ‘Review Changes’ button a new window will appear, where the data that has been changed will

be displayed as old and new values side-by-side or as information

about added or removed values:

| Users — Review Changes

I * Showing updated values only

! | User Information Section: (1 -1 of 1)

[ Field

g |Email

Old Value

administrator@a.pl

=

User Entitlement Association: (1 -1 of 1)

User Entitlement Name

CitiDirect Services Added

Fem
()

New Value

admin@administrator.pl

Action
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If the authorizing Security Manager rejects the modified record its content will be reversed to the state from
before the change was made.

NOTE!: Modifying the Last Name of the User that already exists in the system is performed by the
Bank - if the Security Manager makes such a change on their own, it may result in the User in
question being blocked in the system. Performing such a change requires sending a prior written
notice to the Bank containing information about the previous and new surname, ID card number and the
Safeword card number of the User whose data should be modified. Such data modification can be performed
only for the User's last name - there is no possibility to transfer ownership of a Safeword card from one
User to another. In case of performing modification of last name for the User entitled to the
authorization of payments from a particular account - filing a new ‘Personal data of persons making
transactions/statements of will in the name of the Account Holder / Client’ form with the Bank is required in

order for such a change to become active in the system.

2.4 Deleting a User (creating Security Manager)

In order to delete an existing User from the system, after you login to the CitiDirect BE portal, select ‘Users &
Entitlements’, then ‘Users’, and then the ‘All Users’ section.

2o

Users &
Entilements

EE:’: Entitiements Authorize
Client Seflings

Clients

User Entitlement Modify/Repair
Association
As of

1000872015
13:325:25

&

Select the User who should be deleted from the system by going into the details of that User.

All Users (9) E=

Show Search Criteria

All (1-90f9) Selected ltems: 1 (As of 10/08/2015 1:31
User name 2 o User Alias Worklist status E:;EEE?;:! User Status
DRECH, KAMIL WKKOD001 Processed 1 Inactive
FORMALSKA, ELIZA HH0000s Sent for Repair 1 Inactive
MLODA, AGNIESZKA H0000R Pending Authorization 1 Inactive
NOWAK, JAN 0009 Frocessed 1 Inactive
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After entering the view of User details, select ‘Delete User in CitiDirect’ option.

# SDR User Account Type (1) User ID

® Omnibus Sub-Account 53252127

» 2 -Credentials This section is optional
» 3 - User Entitlement Association This section is optional
> 4. User Access Profile Association This section is optional

Expand All = Collapse All

Reset User
Selectthe Reset User checkbox and Submit to unlock the User.

m Save Subscription Status

| Delete userin CitiDirect &)

After the ‘Delete User in CitiDirect’ option is selected, the system will ask you if you are sure you want to
delete the User from the system. If you are sure, please confirm by clicking ‘Yes’ or ‘No’, in case the User

should remain in the system.

| 4
Warning @

Are you sure you want to permanently remove the User from
CitiDirect? Mote that this action will cause the user's challenge

A respanse safeword credential to be deleted. Ifthis user should
cantinue to access CitiDirect BE, select a new credential type for the
user.

Yes No

If ‘Yes’ is selected, the User deletion will be submitted for authorization — a confirmation will appear, as

shown below:

All Users (9) =

@ Confirmation

MLODA AGMIESZKA successfully sent for Authorization for Delete User in CitiDirect.
1.You can track the record status in the All Users section below.
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2.5 Deleting a User (authorizing Security Manager)

Authorizing deletion of a User from the system is performed according to the section 2.2 of the hereby User

Manual — the only difference is the description in the ‘Action’ column (refer to the example below), which
informs about the removal of the User from CitiDirect:

Authorize Users (2)

4
Show Search Criteria
Authorize (1 - 2 of 2) Selected Items: 1 (As of 10/08/2015 1:40 PM GMT+01:00) (¥
. . . Entitlement
User name 2 a User Alias Action Worklist status Association: L
MLODA, AGNIESZKA HH00001 IDeIete userin CitiDirect I Pending Authorization 1 Inactiv
ZIAJLO, BOZYDAR Pending Authorization 1 Inactiy

and the User details that provide information about the action which is currently being authorized (‘Delete
User in CitiDirect’).

Authorize Users: Details

MLODA, AGNIESZKA

Pending Authorization

Review Changes

Action

Action being authorized is Delete
Userin CitiDirect

m Send To Repair Reject

User Details

NOTE! There is no possibility to restore the User who has been deleted from the system. In order to
assign entitlements to the deleted User, it is necessary to request the issuing of a new Safeword card
by the means of delivering a new completed ‘CitiDirect - Request for Safeword cards and PIN issuance —

Security Manager’ form to the Bank and specifying data of the User who should be created in the system
and for whom the new card should be issued.

After the User is deleted from the system, they will still remain visible on the User list with appropriate flag

El (please refer to the example below). This flag is used both for deleted and blocked users.
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Show Search Criteria

All (1-90f9) Selected ltems: 0 (As of 10/08/2015 1:44 PM GMT+01:00) O {§}
User name 2 « User Alias Worklist status E:;glé)ig?g;: User Status 1« E| m
MLODA, AGNIESZKA xx00001 Pending Authorization 1 Inactive I-I
NOWAK, JAN 00001 Processed 1 Inactive
ZIAJLO, BOZYDAR Pending Autharization 1 Inactive
MLODA, AGNIESZKA Processed 1 Inactive E| &

Additionally, there is information about User deletion in the User details.

All Users: Details

d
Deleted in CitiDirect
Feview Changes

2.6 Blocking a User (creating Security Manager)

If you do not wish to permanently delete the User from the system, you can choose to temporarily block them

instead. The User can be blocked in two ways:

a) By changing the User's status — immediately blocks the User in the system — ‘All Users’ section,

select the User who should be blocked in the system (like in the section 2.4 of the hereby Manual),

and then in the User details change their status to ‘/nactive’.

All Users: Details

Processed

Review Changes

Complete the sections below to define user information, assign credentials and associate
entitlements.

# First Name Middle Name # Last Name
KAMIL DRECH

~ 1 - User Information

Enter general user information, address and contact details.

User Alias * Status User Category
jmBE14 Active [®]Inactive Citi Employee
Initials Alternate Login ID3) User Manager (@)
Employee ID
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b) By chanaing the range of dates of the User's system access - blocking the User in this way means
that he will be unable to log into the system after certain date. In this section you can additionally «

specify the hours during which the User should be active or select the days of the week on which he

can work.

Allow Access

* Date * ﬁme Days of the week

# From *To From To Y SUN & MON  TUE # WED
10/01/2015 10/01/2066 120000 AM | @ | 115950PM | @ ZTHU WERI @ SAT

# SDR User Account Type (3) User ID

* Omnibus Sub-Account 53252128

» 2 - Credentials This section is optional

Each of the actions described above needs to be submitted for authorization. Both methods of blocking the
User are reversible. This means that the User who has been marked as ‘Inactive’ can be later marked as
‘Active’ again, and for the User whose access to the system has expired, a new prolonged date of access

can be specified.

NOTE: If the User remains blocked for longer than 12 months, a form needs to be filed with the Bank,

requesting the replacement of their Safeword card.

2.7 Blocking a User (authorizing Security Manager)

The authorization of blocking the User is performed as described under section 2.2 ‘Creating a User

(authorizing Security Manager)’ of the hereby User Manual.

2.8 Viewing existing Users

To view the list of existing Users on the Client profile can be accessed from CitiDirect Senices window. In
order to do that, after logging into the CitiDirect BE portal, select ‘CitiDirect Senices’ on the main navigation
bar. The CitiDirect application will load in a separate window. In this new window hover ower ‘User

Administration’ option on the navigation bar and select ‘User Profile’ (as shown below).
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I User Administration I

Access Management
Access Profile

i

Client Preference
User Entitlements
Mobile & Tablet User
Management

After ‘User Profile’ option is selected a list, similar to the one shown below, will appear. In order to display the

list of Users on the Client’s profile, go to the ‘View’ tab.

User Profile Summany

Input Authorization Req'd

(1) Last Hame {2} First Hame Status User ID
MAPZZALEE ARTUR Processed 1080523
NOWICER EAROLINAL Processed SEQLT7E
NOWICEI TOMASE Processed SL0171

The default list contains the Users who hawe been ‘Processed’ and those who require to be authorized or
repaired. In order to view the deleted Users as well, right click on the list of Users and select ‘Search’ option
(as shown below). An additional ‘Search Definition Dialog’ window will appear. Under the ‘Search Criteria’
section expand the ‘Status’ drop-down and holding the CTRL button down on the keyboard add the ‘Deleted’
status to the selection. If you wish to display only the Users with one particular status, select only that single

status on the list (in this case there is no need to hold down the CTRL button).

After the selection of status(es), click ‘Run Search’.

User Profile Summary

Input Authorization Req'd [ View) -

(1) Last Hame {2} First Hame Status User ID

MAREZALEK ARTTR Praressad 1NANERS
NOWICEA ="~ "

Search I | 22| Search Definition Dialog @
HOUWLCRT [~ Update screen

_ heElescreen Sort Criteria
Clear
O select Al Primary Sort |Last, Mame j ‘ascending j

Secondary Sort |First, Nane j ‘ascending j

Search Criteria

Select the appropriate status or

LastName |scarcs with j| statuses andclick ‘Run Search’.
First Name |start.s with j |
E-mail |start,s with j |
Status |aquals - % i quired For Delat,e;l
. ) . Deletead J
Click w ith the right mouse el
button and select Search. — =

Run Search || Clear || Cancel

www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

citi handlowy’



The View tab also allows checking of such User details such as address, Safeword card number etc. To

access this information, select a User and press ‘Go to Details’ (as shown below).

User Profile Summany

Authorization Req'd

(1) Last Hame | (2) First Hame | Status | userm |
MARSEALEE ARTUR Processed 10&0539 _‘I
MARSEALEE |IL°.RTA Deleted 10e4533
NOWICEA FAROLINA Processed QE017E
NOWICEI TOMAZZ Processed QL0171

-

4

== Rowy 2 0f 4 == | |Right Click on column titles to customize| (13927 zorted columnz

— i ; Goto Other
Q @ View Changes | oi.iie | options

A window containing User data will appear (refer to the example below).

User Profile Detail
* First Name * Last Name
|1La.n'r.a. |m.1zs ZALEK
Middle Hame Initials User ID

* Street Address

¥ Enabled  |10s45839

Building/Floor/Room

|Hary‘nar ska £

acl-ty

|Uarszwa

* Country  Zip/Postal Code

State/Province/Territory

* Time Zohe

ﬂ |H |DllDD

Employee Id

E-mail

*

|marta@p .pl

*

Allow User Access To Days

* Allow User Access To Time

Days of the Week
Sunday

Morndas
Tuesday
Mednesday

Thur sday
Friday
Saturday

|E|9,F18,-‘2E|l4 ﬁjt" |I39,-’18,F2064 illj

|nn_un_nn;ltu 23:59: 59 =

Credentials

Credential 1D
Safeword ID 22EEES

Credential Type

j |Sarajevc\, Skopje, Warsaw, Zagreb

¥ Internal User Indicator

=z Rowy O of 1 == |

Additional Uzer Details Sub - Farm

@ * Required Field

View Changes Hext

[1202) sorted colur

Details

Return to Other
sSummary | Options
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3. Entitling a User with accessto CitiDirect

3.1 Entitling a User with access to CitiDirect (creating Security Manager) E

If the CitiDirect access entitlements have not been assigned during the User creation process according to
the steps described under section 2.1 ‘Creating a User (creating Security Manager) they must be assigned
separately. To do that, log into CitiDirect BE portal, hover over ‘Self Senice’ option on the navigation bar and

select ‘User Entitlement Association’ in the ‘Users & Entitlements’ section and then select ‘Create’.

1 Create

Users &
Entitements

E) Entitiements Authorize
Client Settings

Clients

User Entitiement Modify/Repair
Association

As of
10/08/2015
13:50:58 )
All User Entitiement

C Associations

v

A list of all Users and their Entitlements will appear. Entitlements assigned to a User are marked with

Create User Entitlement Associations

Click anywhere in a row to make a user editable. User entitlements can be . .

Read more ~

4 Existing Associations found (@

Users (1-4 of 4)

Lz uie L s CitiDirect CitiFX Pulse
Q Services Classic
Default

KOWALSKA, ANNA (D) xx00001

DRECH, KAMIL (D) jm&614
MLODA, AGNIESZKA (T) | dummy785 v
NOWAK, JAN (D) dummy1511 v

Check ‘CitiDirect Senvices’ (if you want to entitle the User with access to CitiDirect), or ‘System Administrator’

(if you wish to entitle the User with the role of Security Manager), and confirm the changes.

The abowve view option is available if the total number of Users is less than 50. Otherwise Create User

Entitlement Association will be opened in batch addition view.
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In case of batch Entitlement association in the list of Users select the ones to whom you want to give

Entitlements and in the list of Entitlements select the ones you want to give them. Then click on ‘Associate’.

Create User Entitlement Associations

Swite
To associate entitlements to a User. select User(s) on the left and entitlement(s) on the right, and then click Associate. ‘(d::l}brn;ttiwl 3
User details will appear cn the bottom of the screen. Further edits can be completed by hovering over a User's details N - @
and then selecting Edit. Unselect checkboxes to remove existing entitlternents. When all changes are complete, click
Submit.
Search Search
{§} Entitlements {‘E}}
(1-40ofd) (1-20f2)
User name 1a @ User Alias Entitlement Name & @ | Client Name
KOWALSKA, ANNA @ x00001 #| CitiDirect Services TEST CLASSL...
«| DRECH, KAMIL @ mG614 CitiFX Pulse Classic TEST CLASSI... Default
MLODA, AGNIESZKA @ dummy7es s
NOWAK, JAN @ dummyi511

"

Selected User Entitlement Associations

Click anywhere in a row to make a user editable. User entitlements can be modified once checkboxes are visible. Associate entitlements to a
user by placing a checkmark in the relevant box, or remove entitlements from a user by unselecting a checkmark. Click on a different row to
edit other users. When changes are complete, click Submit.

2 Existing Associations found @

Showing 2 Users Q E

DRECH, KAMIL(jm6614) NOWAK, JAN{dy1511)
TEST CLASSIC DATA SEGREGATION TEST CLASSIC DATA SEGREGATION
CitiDirect Services CitiDirect Services

Assign the entitlements by clicking ‘Submit’ — the records will be submitted for authorization. The batch
Entitlement Association interface is also accessible in profiles with fewer than 50 users. To change the

Entitlement creation view select the ‘Switch to Card Method’ option.
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Create User Entitlement Associations

Click anywhere in a row to make a user editable. User entittements can be ... Card Method >

Read more ~

4 Existing Associations found (@)

Users (1 -4 of 4)

User name User Alias CitiDirect
Q Services
KOWALSKA, ANMNA @ ¥x00001 v

Switch to

@

CitiFX Pulse
Classic

Default

3.2 Entitling a User with access to CitiDirect (authorizing Security Manager)

To authorize entitlements to CitiDirect access assigned by the creating Security Manager go hover over the

‘Self Senice’ option on the CitiDirect BE portal navigation bar and select ‘Users & Entitlements’, then ‘User

Entitlement Association’ and then the ’Authorize’ section. Sections that demand authorization are marked

with an orange dot and the number of records to authorize.

g’

Users &
Entitements

E) Entitliements
Client Setlings

Clients

User Entitiement
Association
As of

10/08/12015
14:11:32

G

Authorize
1

Modify/Repair

All User Entitlement
Associations

To authorize the assignment of entitlements, select the record from the list and click ‘Authorize’.

Authorize User Entitlement Associations (1)
Show Search Criteria

Authorize (1 -1 of 1)

User name 2 a Worklist status

i
DRECH. KAMIL Pending Authorization

Authorize Send To Repair Reject

0 =
Selected Items: 1 (As of 10/08/2015 2:12 PM GMT+01:00) (& 6%
Entitlement
Associations SSE LA e
2 Inactive
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To check the details of the entitlements that have been assigned for the User, click on the hyperlink under

the surname and name of the User.

In the Details section of the entittement that awaits authorization there will be the worklist status, which

represents the current authorization stage.

Authorize User Entitlement Associations: Details

DRECH, KAMIL

Pending Authorization

Eeview Changes

m Send To Repair Reject

User Details

User Alias Status Email
jmEG614 Inactive admin@a.pl
Associated Entitlements (1 - 2 of 2)

Entitlement Name Client Name Association Date Worklist status

CitiDirect Service TEST CLASSIC DATAS .. 10/1/2015 7:06:33 AM

s
CitiFX Pulse Classic TEST CLASSIC DATAS 10/8/2015 8:10:50 AM Pending Authorization

If you discover any mistakes (eg. the User only has the ‘CitiDirect Senices’ entitlement while they should
also receive the “System Administrator’ entitlement) you can send the record to repair or reject it — in this

case follow the steps described under section 2.3 of the hereby Manual.
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4. Profile managementin CitiDirect

4.1 Creating access profiles (creating Security Manager)

In_order to assign the User _entitlements in CitiDirect two steps are necessary:

1. Create an access profile, containing entitlements you wish to assign

2. Assign this profile to the User created according to the section 2.1 of the hereby Manual.

To begin, after logging into CitiDirect BE Portal click on the ‘CitiDirect Senices’ tab in the main menu - this

will launch the CitiDirect application, which will open in a separate window.

de Solutions

Home CitiDirect Services Self Senvice

Client Logged in as: PPHU Karola S.A. 0 failed attempts since last log

Treasury and Trade Solutions OM WICK] Hep My
citr CitiDirect BE™
itiDirect
Home CiliDirect Senvices Self Service
Client Logged in as: PPHU Karola SA. 0 failed attempts since last login 09/18/2014 09:35:25
/& CitiDirect® Online Banking - [ie] || poace
What's this? 3 CitiDirect® Online Banking | MyPreferences | Inbox | SupportWebsite | Close —
C| | PPHU KAROLA S.A Privacy Statement | Online Help
09/19/2014 11:35:03 —
) 1 viould like to -
My Worklist Snapshot
|' Home ° Inquiries & Searches Reports  © Tools & Preferences User Administration
Admin

[ Favorite Reports

i

CitiDirect Available Rep|

File Name

You currently have no CitiDirect Re
Welcome to CitiDirect Online Banking For PPHU KAROLA S.A.

Need Assistance? Firsttime using CitiDirect? The CitiDirect Support Website contains |
training, frequently asked questions and support contact information

Citigroup.com Conditions
—~. group Inc.
ct
o i ] '
Gotowe 5| & " Zaufane witryny | Tryb chroniony: wytaczony 43 v ®10% v
|1 Riad na chrnnie £ Faka runr | Trsh chraninme wndarzan #a v ®I0%H v

NOTE! Do not close the old CitiDirect BE window — closing it will result in CitiDirect Senices window shutting

down as well.

To create an access profile hover over ‘User Administration’ option on the CitiDirect Senices navigation bar

and select the ‘Access Profile’ option from the drop-down menu.
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CitiDirect® Online Banking
PPHU KAROLA S A
09/19/2014 11:35:03

User Administration

Access Management

Flow Maintenance

User Profile

Client Preference
User Entitlements
Mobile & Tablet User
Management

ne -or PPHU K

A list containing existing access profiles will appear. On this list you may also see default profiles, which

contain basic entitlements. Default profiles can be edited to create your own customized access profiles with

selected entitlements.

The profiles listed below are the examples of default profiles:

(1) Access Profile Hame

(2) Status

(]
co
(]
co

LITE ATUTHORIZATION 1 PL DAP

LITE AUTHORIZATION 2 PL DAP

LITE INPUT IMPORT BELEAZE PL DAP
LITE INQUIERY PL DAP

Processed
Processed
Processed

Processed

NOTE! The default profiles are not always present in the system. All profiles that were previously created

can be edited, however each time yvou create a new profile on the basis of an existing profile, remember to

assign_ a new name to the created profile. If you are creating a new profile on the basis of an existing one

that is already assigned to Users in CitiDirect but do not save the modified profile under a new name, the

entitlements _in_the existing profile will be replaced and in consequence the entitlements of the Users who

had this existing profile already assigned to them will also be replaced.

To create a new access profile click ‘New’ in the right lower corner.
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citi’

Home

Home == User Administration == Access Management == Access Profile

Inquiries & Searches Reports

CitiDirect® Online Banking
PPHU KAROLA S.A,
09/19/2014 11:35:03

Access Profile Summary

“Input Authorization Req'd View

Tools & Preferences

| Online Help | MyPreferences | Inbox | SupportWebsite | Close
Privacy Statemen

|search citiDirect Menu a

| would like to ... -

User Administration

[G& Favorite Reports
Last Login Date 09/19;2014 11:09:10

[

=

4

LITE INQUIRY PL DAP
€% EMETY ROLE

(1) Access Profile Hame | (2) Status
STSTEM ADMINISTRATOR Processed
AUTHORIZE 1 LEVEL Processed
AUTHORIZE 1 LEVEL URR Processed
AUTHORIZE Z LEVEL Processed
AUTHORIZE Z LEVEL UER Processed
AUTHORIZE ALL Processed
CD LITE AUTHORIZATION 1 Processed
CD LITE AUTHORIZATION Z Processed

CD LITE INPUT IMPORT REL Processed

Processad

Processed

Expand

<<Row0of1=> | |Rigm Click on column titles to customize

Al

ajs[n]

After you click ‘New’ a window will appear with the list of available senices (entitlements) on the left. When

Ga to Other

Hew || Delete || o, || options

View Changes

you add a new senice (entitlement) to the access profile it will appear the right side of the screen. From the

list of available senices select the ones you wish to assign to the User. To add a senvice, click on it. Detailed

description of the available senices can be found under section 4.3 of the hereby User Manual.

Access Profile Detail

List of services
(entitlements) that
can be assigned to
the User)

Access Profile Name

Entitlement Criteria

------ + Access Management Reparts
Access Profile

------ + Additional Services

+ Audit Reports

-+ Balance Summary Incuiry

------ + Cash Transaction Initistion Reports
H-- b Client Preferences
|- b Contacts

H- b Export Diata

/- b Flowy Maintenance
H

2|

3}

H

- b General Cash Pl

- b Glabal

- b Import Profile

- b Import Tranzactions

------ *+ Inactive User Inguiry

£ b Libraries

H- b Messages

/- b Mobile & Tablet User Management
H B Payments

o O O oy B e B O o O e O e

-

-+ Paymerts - CEEMES, Reports
[ b Service Inguiry Manager

------ + Transaction Summary Inguiry
[#- b User Ertitliements

[#- b User Profile

Access Profile Details

List of services
(entitlements)
assigned to the User.

Delete

Return to Other

Submit | Reset Hext -
Summary Options
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To view details of a particular senice expand the list by clicking on the[¥ next to the name of that senice.
A window with list of available actions will appear (refer to the example below). Select the actions to which

you wish to entitle the User and then confirm your choice with the ‘OK’ button — the selected actions should

appear on the right side of the screen now.

Access Profile Detail
inccess Profile Name |£:| Library Look Up Dialog @
Process Description
Entitlement Criteria
[ER N T AUTHORIZE LEVEL 1
n=ctive User i~ 1, Select the service and AUTHORIZE LEVEL 2
Incremental Ac i bt
b e click the ‘+’ symbol next to TR RETED B
[ b Messages its name. AUTHORIZE LEVEL 4
35 [ Ratilla & e, AUTHORTZE LEVEL &
[ p Notification Channels
Bl b Natifications AUTHORIZE LEVEL &
[ I Onling Account Balance Reconcilistion AUTHORIZE LEVEL 7
B RS AUTHORIZE LEVEL 2
...... . ACCDUI‘IT
...... + Amourt AUTHORIZE LEVEL 2
------ + Batch Confidential Payments BATCH AUTHORIZATION
...... + Company
------ + Confidential Transaction Types BATCH RELEASE )
------ + Crestion Method FUND TEANSACTIONS 3. Select appropriate
""" » ey FX Funding processes and confirm
------ + Document Type T ’
...... + F¥ Preference Input /Modify Transaction Wlth OK .
------ + Payment Method IRINT REQUIRED
""" Qo e BELEASE TRANSACTIONS
------ * Payment Type
...... + Preformat Group REPAIR TRANSACTION
""" * Proceszes 2. Click VERIFY TRANSACTION
------ *+ Processing Location ‘P )
------ * Subsidiary ldentifier rocesses A WA
------ *+ Worldlink® Fl Actions
""" * Payments - CEEMEA Reports == Row 00f19== | (1)) sorted columns
Payments - Europe Reports
- b Payments Services OK || Search | Update Screen Cancel
Receivables Collections PI
F SMIME Security Admin
Statement Delivery Status Inguiry
Taiwan Digital Signature Reports - Payments
------ + Transaction Detail Advice Inguiry
------ + Transaction Summary Inguiry
- b Uszer Ertitlements
[+ b Uzer Prafile hd

In the same way you can add other limited entitlements such as accounts to which the User will be entitled or

transaction amount limit.

NOTE! If particular account numbers to which the User should be entitled are not specified in the
Payments, Messages and General Cash Pl senices — The User will be by default granted entitlements

to ALL accounts on this profile and to each account added to the profile in the future.
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Presented below are the basic entitlements assigned to the User in CitiDirect:

Access Profile Name
| KAROLA IND LIE AUT1 REL INQ RED

Entitlement Criteria

-+ Access Management Repotts
[ b Access Profile

-+ Aecount Statement Incuiry

-+ Additional Services

-+ Audit Reports

-+ Balance Summaty Incuiry

-+ Bank Search Inguiry

[ b Brazil Payments Tranzfers

-+ Cash Balances Reports

[ b Cash Management Invoice Inouiry
-~ + Cash Statemerts Reports

-+ Cash Transaction Initistion Reports
- b CiConnect

- Cliernt Preferences

- p Collection tems Services

- Collections - Direct Debits Reparts
- Cortacts

- Debtor Mandates

- Direct Debits Services

-+ Exchange Rate Inguiry

- Export Custom Format Definition
- Export Data

- Export Profile

- [ Flow Maintenance

- b General Cazh Pl

- I Global

- Import File Inguiry

|»

OO o IO e O e O e OO e W

- Import Map Management 1
= I Import Profile
- Import Transactions
-+ |mactive User Incuiry
-~ + |ncremental Sccount Statement Incuiry
- p Libraries
- b Messages
- hobile & Taklet Uzer Managemernt
- [ Motification Channels
- Motifications
- Online Account Balance Reconciliation
- b Paymerts
-+ Payments - CEEMEA Reports
-~ + Payments - Europe Reports
[ b Paymerts Services
et Receivables Collections PI
[ b SAIME Security Admin
-+ Statement Delivery Status Inguiry
-+ Taivwwan Digital Signsture Reports - Payments
-~ + Transaction Detail Ldvice Incuiry
-+ Transaction Summary Inguiry
- I User Ertitlements

oy O pron OO IO O o OO s IO s B s B e O

(o O e O s IO s B e B s O

L«

[ b User Profile

Access Profile Details

-~ Aecount Statement Inguiry

-+ Balance Summary Inguiry

-+ Caszh Balances Reports

-« + Caszh Statements Reports

-+ Cash Tranzaction Inttistion Reports
-~ + Exchange Rate Inguiry

w General Cash Pl

E| - Account

E| - Branch Mumber

. e+ 315/ 889

E|v Customer Mumber

b IOOOOOOT

w Global

E| Ability to customize grid for client - all users
s Yes

w Libraries

[=]-= Likirary Mame

-+ Preformat

-~ + Preformat Group

=+ File Import Map Definition Rule Set

-+ Addmin Messages

-+ Account Familiar Mame

-t Sccount Grouping

-+ Ordering Party

[l Processes

-+ DELETE

-+ INPUT

-+ MODIFY

w Meszages

E| ’ Accourt

Bl Processes
* AUTHORIZE LEWEL 1
+ Delete Transactions
+ ImputModity Transactions
* Releaze Transactions
=+ Niewy Transactions
w Payments
w Account
Elv Paymert Metho
-+ Domestic Funds Transfer
-+ Crozs Border Funds Transfer
[l = Proceszes
-+ InputMdodity Transaction
ot REPAIR TRANSACTION
-0 WIEAN TRANSACTIONS
-+ AUTHORIZE LEWEL 1
-+ BATCH SUTHORIZATION
-+ BATCH RELEASE
-+ RELEASE TRANSACTIONS
[=]-w Processing Location

-+ Payments - CEEMEL Reports
-+ Transaction Detail Advice Inguiry
-+ Transaction Summary Inouiry
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When the contents of access profile are ready, click ‘Submit’.

Access Profile Name window will appear — type the name of created access profile and confirm with ‘

‘OK’. The profile has been submitted for authorization.

b+ pneourt Familiar Mame

p H H M e ed Cren nicue .

[£] Save As @

* Access Profile HName
|KARDLAI INF LIE AUT1l REL INQ EEP

== Proceszses

Authorization of the access profile, just like other such authorizations, can be performed by a User with

Security Manager entitlements, other than the User who created/entered the change.

4.2 Creating access profiles (authorizing Security Manager)

To authorize an access profile containing the specified list of senices and entitlements, go to the CitiDirect
Senices window, hover over ‘User Administration’ option on the main navigation bar and select ‘Access

Profile’ from the drop-down list.
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User Administration

Access Management

Access Profile
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User Profile
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www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

)

=

citi handlowy



Next, go to the ‘Authorization Req’d’ tab, where the list of profiles awaiting authorization will be displayed.

Home © Wy Transactions & Services © Inguiries & Searches © Reports  © Tools & Preferences | [lUEE

Home == UserAdministration == Access Management == Client Association

Access Profile Summa
Input T Authorization Reqid” ™ View

(1) Access Profile Hame I Status

INQ PEP BES PLACE Authorization Becuired

Click on the name of the access profile you wish to authorize — the information about the profile will appear

on the right side of the screen. To \erify the profile details click ‘Expand All'. If the contents of the profile are
suitable, click ‘Authorize’.

-t o i i | Online Help | MyPr
cltl CitiDirect® Online Bankina

FPHU KAROLA 5.4,
09/22/2014 07:50:26

: Home ° MyTransactions & Services © Inguiries & Searches © Repors © Tools & Preferences

Home == User Administration == Access Management == Client Association

[ Favorite Reports
Access Profile Summary

Last Login Date 09/22/2014 12:31:52
Input | Authorization Req'd View

| Access Profile Details
INQ REP RES PLACE Authorization Begquired ;I e Socount Statement Inguiry

-+ Balance Summary Inguiry

-+ Cash Balances Reports

------ + Cazh Statements Reports

-+ Cgzh Transaction Intistion Reports

) The ‘Expand Al button
i - Drchange e naury h Il the profile access
Select the profile you - General Cash Pl shows al pi
w ish to authorize. : details.

Azcourt
Branch Mumber
Customer Mumber

=] Global

E|v Ahility to customize grid for client - all users
Lo Yes

------ + Tranzaction Detail Ldvice Inguiry

o+ Transaction Summary Incuiry

A

Expand
== Row 30f 4 == | |Right Click on column titles to customize| (1342) sart

All
le[®

Send to Reject Other
Repair ! Options

Authorize

If the scope of the
entitlements for the profile is
correct, click ‘Authorize’.
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5. Assigning entitlements to Users

@

5.1 Assigning entitlements to Users (creating Security Manager)

To grant the selected range of CitiDirect entitlements to the User, assign the previously created access

profile to this User. Each User may have multiple access profiles assigned to them.

In the CitiDirect Services window hover over ‘User Administration’ option on the main navigation bar and

select ‘User Entitlements’ from the drop-down menu.

CitiDirect® Online Banking
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& Preferences User Administration

Access Management
Access Profile
Flow Maintenance
User Profile

Clignt Drafargocg

User Entitterments

obile & Tablet User

Management
Welcome -or PPHU KAROLZ

A list of Users with assigned entitlements will appear. If you want to:

¢ modify existing User entittements: double-click the User on the list or select the User and click the
‘Go to Details’ button.
e assign entitlements to a User who has no assigned entitlements yet: click the ‘New’ button in

the right lower corner of the screen

User Entitlements Summary

JInput’ | Authorization Req'd

Assignment Status Humber of Assigned Profile(s) (2} First Hame Middle Hame (1) Last Hame
Processed 1 HKAROLINA HOWICKA _AI
Processed 1 TOMAZE NOWICKEI
-
4 | 3
==Row 1 of 2=+ | Right Click on column titles to customize| (1)/2) zorted columnz
L - ; Goto Other
Q @ ﬁ; View Changes  Hew Delete Details || Options

If there is only one User with no entitlements, right after clicking ‘New’ you will be redirected to the screen
with details. If there are more Users without entitlements, a list containing their names and surnames will

appear — please select the User who you wish to entitle from that list and confirm your selection with ‘OK’.
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After choosing the User, assign the selected access profiles to them by using the ‘Add’ button.

User Entitlernents Detail
First Hame Middle Hame Last Hame
|ARTUR |DARIUSZ |H.ARSZALEH
Employee I Telephone Number Address

| |48 |Harynarska Z =

* Assigned Access Profiles
(1) Access Profile

== Row 0 of 0 == | [1242) sorted columns add || Delete

[ * Required Field
& g,“;[ Submit | Hewt | Returnto || Other
Summary || Options

After clicking the ‘Add’ option a list of available, previously created profiles will appear, from which the
suitable profiles should be selected. If you want to add a few access profiles to the User, hold down CTRL

button while selecting the profiles on the list. Then click ‘OK’ to add the selected profiles for the User.

B ) ooy ook Up Dinog [ =
*

-

RDEPORTECD LITE INP? IMP DEL — 14|
AUTHORIZE 1 LEVEL

2er |

AUTHORIZE Z LEVEL

AUTHORTZE ALL
I CD LITE AUTHORIZATION 1 PL DAP I

CD LITE AUTHORIZATION & PL DAFP

CD LITE INPUT IMPORT RELEASE PL DAP
CDh LITE INQUIRY PL DAD

C3 EMPTY ROLE

INPUT

INQUIRY LAF

LONNI LITE AUTHORIZATION 1 RELEAZE

LOMNI LITE INPUT IMPORT RELEASE

LONNI LITE INQUIEY

LONNI RAPORTY

PE LITE REPORTE INQUIRIES
REPORTS AND IMQUIRY DAP
REPORTS DATP

REPORTS LIEBRARIES DAP

SDD DEETOR AUTHORISE

£DD DEETOR INPUT

30D DEETOR REPORTING

SERVICE REQUEST DAP

==Row 0 of 28== | (1002) sorted columns

| OK Search Update Screen Cancel

Add Delete
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Next, confirm the assigning of entitlements by clicking the ‘Submit’ button.

User Entitiements Detail

First Name Middle Name LT
|ARTUR |D.ﬁ.nIUSZ |l‘mRSZALEK
Employee Id Telephone Number Address

| | 43

|Harynarska Z =
* Agsigned Access Profiles

(1) Access Profile
NI LITE AUTHORIZATION 1 RELEASE

MNI LITE IMQUIRY

== Rowe 0 of 0 == (112 sorted columns

@ ! !; * Reguired Field Returnto | Other

Summary || Options

After you click ‘Submit’ a system warning will appear. This ,AML Warning” message contains information

regarding settings that fall under the scope of anti-money laundering (AML) regulations.

1
| £/ AML Warning @

The update you are about to make may have Anti-Money Laundering (AML) regulatary impact.
Flease refer to CitiDirect Online Banking, About CitiDirect tah, Anti-Money Laundering, for the list
of hranches towhich this applies. Ifyou are adding an entittement to a regulated hranch B
account, payments authorization rights far the account will only be effective after the hranch has
received the user's correctly cerified identity documents. The status of yvour users can be
checked by running the AML User by Client Report, under Access Management Reports.

Click Yes to continue or No ifyou wish to cancel the reguest.

I amhAdarning | Ho

Confirm the message by clicking ‘Yes’.

The change has now been submitted for authorization. The authorization of User entitlements, just like other

authorizations, can be performed by a User with Security Manager entitlements other than the User who
entered/created the change.

www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

citi handlowy’



NOTE!: Under the provisions of the Act on Counteracting Money Laundering and Terrorism Financing of

16th November 2000, the Bank is obliged to identify persons authorized to place instructions and conclude

transactions in the name of the Account Holder. With respect to the above, entitling a User (new or
existing) to authorize transactions made from a particular account, and in case there is no
authorization flow on the account — entitling them to initiate transactions with the Bank, requires the
‘Personal data of persons making transactions / statements of will in the name of the Account Holder

/ Client’ form to be filed with the Bank for such change to be active in the system.

In case the form in question has been already filed with the Bank for a given User, there is no need to file it

again.

If the above-mentioned document is not delivered to the Bank, the User will be blocked in the system
until the document is filed, even if the entittements have been assigned and the User’'s Safeword

card is active.

5.2 Assigning entitlements to Users (authorizing Security Manager)

The entitlements assigned to the Users by the creating Security Manager must be authorized by another
User with the Security Manager entitlements, other than the person who entered/created the changes. If
acting as the authorizing Security Manager you do not wish to authorize the assignment of User
entittements, you can send such a record to repair or reject it — in this case the new User will remain

without entitlements while the modified User will retain the entitlement scope from before the modification.

To authorize the User entitlement assignment, in the CitiDirect Senices window hover owver ‘User

Administration’ on the main navigation bar and select ‘User Entitlements’ option from the drop-down list.
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& Preferences User Administration

Access Management
Access Profile
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User Profile

Clignt Broforoneg

User Entitliements
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Next, go to the ‘Authorization Req’d’ tab.

User Entitlements Sumimany

Input || "Aukhorization Req'd View

Assignment Status Humiber of A... | (2) First Hame Middle Hame
Authorization Becuired 1 ALRTUR DARTITSE

A list of Users awaiting authorization will be displayed. The further actions to be performed depend on

whether you are authorizing a new User or authorizing modifications made to an existing User:

a) Authorizing a new User

If before authorizing a new User you first wish to make sure that appropriate access profiles
(entitlements) have been assigned to them, select this User on the list and click ‘Go to Details’ button in

the lower right corner of the screen.

L ¢ e
User Entitlements Summary Last Login Date 09/24/2014 08:15:56
Input | Authorization Reqg'd View
Assignment Status [Humber of A..| (2} First Hame Middle Hame [ ¢)Last Hame Empl Id |
Authorization Begquired | 1 ARTUR DARTIUEE MARSEALEK ;I

4
==Row 1 of 1 == | |Right Click on col titles to i ! (142 £

E - _ - Send to : Goto Other
Q @ e; View Changes Authorize Repsair Reject Details Options

After clicking ‘Go to Details’, you will see the access profiles assigned to this User:

|User Entitlements Detail |

First Name Middle Hame Last Name

|ARTUR |DARIUSZ |MRSZALEK

Employee Id Telephone Humber Address

| |48 |I‘Iarynarska Z =

* Assigned Access Profiles

{1} Access Profile

DAT INPF INQ RES A
Access profiles

DELFHI (entitlements) added for
FILE EXPORT DAP this User.

FILE IMPORT DAP

== Row Dof 1 == | (1227 sorted columns
o —

= - -
= EApERAE - Send to - Return to Other
@ Authorize _ Reject Hext "
Repair Summary || Options

If the added access profiles are correct, click ‘Authorize’. If they contain errors that you wish to correct,

click ‘Send to Repair or ‘Reject’.
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To confirm the authorization, click ‘Submit’. If an ,AML Warning” system message will appear, informing

about the settings falling under the scope of anti-money laundering regulations (AML) — refer to a

detailed description in the previous chapter — confirm the message by clicking ‘Yes’'.

The record has been authorized.

b) Authorizing entitlements of a modified User

If before authorizing a modified User you wish to first make sure if appropriate access profiles

(entitlements) have been assigned to them, select this User on the list and click ‘View Changes’ button.

User Entitlements Summary

Input | Authorization Req'd

Assignment Status Humber of A... {2} First

Hame Middle Hame

{1} Last Hame Employee Id

Authorization Regquired 1 ARTUR

DARIUSZ

MARSZALER =

4

== Row 10f1 == | Right Click on column titles to customize

(1202 zarted columnz

Q| & | 6B

View Changes Authorize Reject

Fend to Goto Other

Repair Details Options

After ‘View Changes’ is selected a new window will appear, where the changes made to the User

entitlements will be marked in green.

red 5

KEAMIL

|£:| Compare Changes Dialog

First Mame

Middle HNaume

Last Name

Euployes Id

Telephone Mumbher
Azsigned Access Profiles
Aszigned Access Profiles
Azsigned Access Profiles
Aszigned Access Profiles

Azsigmed Access Profiles

4]

EAMIL

EUZMIAE

48

ELEET AUT1 LIE IN(Q EEF
ELEKET INP REL LIE INQ REP
ELEET PDF

FILE EXPORT DAP

FILE IMPORT DAT

KEAMIL

KUEZMIAE

48

ELEET INP REL LIE IN ..

ELEET IDF

FILE EXPORT DAP

FILE IMPORT DAT

.I.}

== Row 1 of 10 == | (1327 sorted columns  Green indicates changed dats

Print Cancel

After you preview the entered changes click ‘Cancel’ to return to the list of Users awaiting authorization.
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User Entitlements Summary
Input | Authorization Req'd View

Assignment Status [Humber of .. (2 Firsthame | MiddleHame | (1) Last Hame Employee Id
Authorization Pegquired 1 ARTUR DARIUSZE MARSZALEE

A
== Row 1 of 1 == | |Right Click on column titles to cus‘tomize| (13K2) sarted columns

k& - ; - Send to - Goto Other
Q @ ﬁ;{ View Changes Authorize Repair Reject Details Options

If the access profiles (entitlements) are correct, click the ‘Authorize’ button. If you see errors, click ‘Send

to Repair’ or ‘Reject’ buttons.
To confirm the authorization, click ‘Submit’. If an ,AML Warning” system message appears, informing

about the settings falling under the scope of anti-money laundering regulations (AML) — refer to a

detailed description in the previous chapter — confirm the message by clicking ‘Yes’.

The record has been authorized.
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6. Transaction authorization flow scheme

Transaction authorization flow scheme determines the number of Users needed to release the transaction
for processing in the Bank. The entitlements assigned to Users through the access profiles must be
consistent with the authorization flow set for the accounts. If there is no User with necessary
entittements on the Client’s Profile in CitiDirect, sending the transactions for processing by the Bank will not

be possible.

6.1 Creating and modifying a transaction flow scheme (creating Security
Manager)

The Security Manager can define transaction authorization flow, i.e. specify how many levels of werification a
particular transaction must undergo before it can be sent for processing by the Bank — the default
authorization flow scheme is set to a single authorization. Described below are the steps which need to
be performed to set up or modify the default authorization flow or to set up an additional transaction flow

scheme:

a) Modifying / setting up a default transaction flow scheme

In the CitiDirect Senices window hover over ‘User Administration’ on the main navigation bar and select

‘Flow Maintenance’ option from the drop-down list.
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Bs5 User Administration

Access Management

Acco Drofilg

User Profile

Client Preference
User Entitlements
Mobile & Tablet User

Management i
DM ‘or PPHU K£

A list of senices will appear - such as Payments, Messages, Libraries — for which the flow settings can be
changed (on the left side of the screen) and the current configuration of the particular senice (on the right

side of the screen).
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Flow Maintenance Summary

ClInput | Authorization Reg'd

(1) Service Class (2) Flow Hame Flow Status | Flow Details
Aocess Profile DEFAULT Processed ;I
Client Configuration DEFAULT Processed
Client Prefersehces DEFAULT Processed
Flow Maintenance DEFAULT Processed
Inport Map Management DEFAULT Processed
Inport Transactions DEFAULT Processed
Libraries DEFAULT Processed
Meszages DEFAULT Processed
Mobile & Tablet User Managenent DEFAULT Processed
Payments DEFAULT Processed
User Entitlements DEFAULT Processed
User Profile DEFAULT Processed
-
: i Expand
== Row D of 16 == | Right Click on column titles to customize| (12 sorted columns All

Q @ @ Delete | 510 Other
Details Options

After selecting the ‘Service Class’ (type of senice) that should be changed from the list and clicking ‘Go to
Details’ button (right lower corner), on the left side of the screen you will be able to select or modify the flow
of actions that need to be performed before the transaction (or another item) is sent for processing by the
Bank.

A window will open, where you can set the number of Users who need to participate in the particular action
or to specify whether such an action should be required at all. Confirm your configuration by clicking ‘OK’ —
the selected options will appear on the right side of the screen (refer to the below example: configuration of

authorization required for Payments).

Select the level of
required authorization.

Flow Maintenance Details

Flow Name Senvice Class

|DEFAULT |Payment.s

Available Criteria Selected Criteria
[ Output Criteria - Output Criteria

- Authorization Level 1
e Athorization Level 3 -w Release Reguired
- Authorization Level 4 b e Na

- Authorization Level 5
e+ Authorization Level 6

- Authorization Level 1

o+ Authorization Level 7 | £ Set up values for Authorization Level 2 @ Conf 0
: izt nfirm w ith ‘OK’.
-~ v Mthorization Level 8 MNumber of Authorizers
o v muthorization Lewvel 8 |T;|
-+ Release Required =l

- Nerification Reguired

=) Submit | Reset || Hewt || Returnto | Other
Sumnmary || Options
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If you wish to delete the existing action, eg. the Release step for Payments (as shown below) — right-click it

and select ‘Delete’ — the action will be removed from the right side of the screen.

Flow Maintenance Details

Flow Name Service Class
|DEFAULT |Paymencs
Available Criteria Selected Criteria
[ Output Criteria [l w Output Criteria
o Authorization Level 1 - Autharization Level 1

— 1
w Authorization Level 2

P

+ Authorization Level 2

+ Authorization Level 3

+ Authaorization Level 4
------ + Authaorization Level 5 = Release Requiac
------ + Mutharization Level 6 I DEEE
------ + Authaorization Level 7
------ + Authaorization Level &
------ + Authaorization Level 9
------ * Release Required
------ + Werification Reguired

& Submit | Reset | Hext | Lotarnto | Other
Summary | Options

After setting up the chosen actions, confirm the configuration by clicking ‘Submit’.
b) Creating an additional transaction flow

It's possible to set up more than one configuration for each senice. However in order to do that each such

configuration must have different transaction creation criteria eg. account, amount, creation method. Eg. if
you choose ‘account’ as the differentiating criterion, it's possible to set up a double required authorization on

one of the accounts and a single required authorization for the other accounts.

To create a new transaction flow scheme, click ‘New’ at the right lower corner of the screen.

Flow Maintenance Summary

“Input | Authorization Red'd

(1) Service Class (2) Flow Hame Flow Status I Flow Details
Access Profile DEFAULT Processed ;I E|----v_0utpu‘t Critetia
Client Configuration DEFAULT Processed - Authorization Level 1
[+ b Release Reguired
Client Preferences DEFAULT Processed
Flow Maintenance DEFAULT Processed
Inport Map Management DEFAULT Processzed
Tuwport Transactions LEFAULT Processed
Libraries DEFAULT Processed
Hessages DEFAULT Processzed
Mobile & Tablet User Managemsnt DEFAULT Processed Click ‘New .
Payments DEFAULT Processed
User Entitlements DEFAULT Drocessed
User Profile DEFAULT Processed
A

=< Row 130f 18 == | Right Click on column titles to customize| (11/(2) sorted columns

E Go to Other
Q @ ﬂ Hew Delete Options
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Next, proceed according to the steps presented below:

Flow Maintenance Details

A | Sclectthe service for which the new
transaction flow scheme should be specified

Flow Name Service Class
|NEIAT Payment = =
|Imp0rt, Map Management| &
Available Criteria Twport Transactions Selected Criteria
Elv Inout Criteriz Libraries —
e+ Amount T
*+ Preformat Group Code l = i i i itari
@ 2.Specify the transaction input criteria.
7 Crestion Method NOTE!: If no accounts are specified
+ Intra Company Onily | 22| Set up values for Amount @ : 3 . p
+ Accourt for the scope of this flow , it will be
o * Amount

*+ Subsidiary Idertifier
+ Paymert Currency “ 0 to | 5,000,000
+ Payment Method
+ Payment Type

+ Confidential

...... + Processing Location * Required Field W
[=]- = Cutput Criteria . . . .
« [ g 3. Pick the output criteria and specify
+ Autharization Level 2 il the number of Users w ho should

Autharization Level 3 (.2 Sef up values for Authortzation Level T E3] participate in the process of authorizing

+ Authorization Level 4 the transaction
Authorization Level 5 Number of Authorizers

+ Autharization Level & Fﬁ
+ Authorization Level 7

+ Authorizetion Level 8
+ Authorization Level 3
+ Releaze Reqguired

+ Yerification Required w

autom atically encompass all the
accounts availableon the profile.

@ P Hext Return to O‘lhfar
Summary || Options

Note! You need to specify at least one ‘output’ criterion for the transaction (eg. required Authorization or
required Release step). If the transactions should not be subject to verification of any kind (often applied in

case of libraries), select authorization level 1 and set the number of required authorizers to O.

Flow Maintenance Details

Flow Hame Service Class
|m;m [revmencs j

Bvailable Criteria Selected Criteria

(=] Input Criteria E|v Input Criteris

et Amourit B smount

+ Preformat Group Code i [ 5,000,000

+ Creation Method =i Output Criteria

+ Intra Company Only E|v Avthorization Level 1
+ Accourt L

+ Subsidiary Identifier
* Payment Currency

* Payment Method

* Payment Type

* Confidential

* Processing Locstion
[=-w Qutput Criteris

* Autharization Level 1
+ Authorization Level 2

o+ udhorization Level 3 Confirm the configuration for the new

+ Authorization Level 4 authorization flow scheme by clicking ‘Submit’.
+ Authorization Level 5
+ Authorization Level 6
+ Authorization Level 7
+ Authorization Level &
+ Authorization Level 9
+ Release Reguired

+ “Yerification Reguired

(=] Submit | Reset | Hext | Returnto | Other
Summary | Options

www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

citi handlowy’




To confirm the authorization, click ‘Submit’. If an ,AML Warning” system message appears, informing
about the settings falling under the scope of anti-money laundering regulations (AML) — refer to the

detailed description under the previous sections — confirm the message by clicking ‘Yes’.

1
| £/ AML Warning @

The update you are about to make may have Anti-Money Laundering (AML) regulatary impact.
Flease refer to CitiDirect Online Banking, About CitiDirect tah, Anti-Money Laundering, for the list
of hranches towhich this applies. Ifyou are adding an entittement to a regulated hranch
account, payments authorization rights far the account will only be effective after the hranch has
received the user's correctly cerified identity documents. The status of yvour users can be
checked by running the AML User by Client Report, under Access Management Reports.

Click Yes to continue or No ifyou wish to cancel the reguest.

I amhAdarning | Ho

Name the created flow scheme and confirm it by clicking ‘OK’.

Selected Criteria
Sl Input Criteris
{ B &mourt
é i s 025,000,000
B Output Criteria
|§|-----_r &uthorization Level 1

| 5| Save As @

* Flow Hame

Payments Awmount

* Required Fild m

NOTE! Name of each flow schemes must be different — the system will not allow to save the same

flow name two times.

Authorization of an access profile, just like other authorizations, can be performed by a User with Security
Manager entitlements other than the User who entered/created the change.
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6.2 Creating and modifying a transaction flow scheme (authorizing Security
Manager)

In the CitiDirect Senices window hover over ‘User Administration’ on the main navigation bar and select

‘Flow Maintenance’ option from the drop-down list.
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25 | UserAdministration

Access Management

Fary Erofilg

User Profile

Client Preference
User Entitlements
Mobile & Tablet User

Management L
J0me -or PPHU K2

In order to authorize the created flow scheme, go to the ‘Authorization Req'd’ tab.

Flow Maintenance Summal
Input  Authorization Reg'd ‘ View
(1) Service Class | (2 Flow Hame Flow Status

Payments Payments Amount Authorization Pedquired

Select the flow you wish to authorize. Details of the configuration will appear at the right side of the screen.
Select the ‘Expand All' option to see the full view of details. If the configuration is correct — click ‘Authorize’.
If there are errors, select ‘Reject’. If the settings are rejected, they will need to be entered again according to

the section 6.1 of the hereby User Manual.

Flow Maintenance Summary
Input | Ahorization Req'dl | View

(1) Service Class {2) Flow Hame Flow Status | I Flow Details
Payments Payments Amount Authorization Bequired d E‘""Y'npm Criteria
[=]+» Amount
G s 025,000,000

E|v Output Criteria
E|----v_ Authorizetion Level 1

4
Expand
== Row 0 of 0 == | |Righ't Click on column titles to cus10mize| (13427 sorted columns All
Q @ @l Authorize | Reject G
Options
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7. Standing Instruction - setup

In order to begin using Standing Instruction functionality, it is necessary to first contact the Bank

and activate this service on the Client Profile in CitiDirect.

The Security Manager will be able to assign entitlements to create standing instructions to the Users only

after the initial setup is performed on the side of the Bank.

7.1 Standing Instruction — profile and payment flow configuration

To assign entitlements to standing instructions to a User, the Security Manager should follow the

steps outlined below:

. create an access profile with Standing Instruction functionality enabled

. authorize the created access profile

. define the payment flow

. authorize the new payment flow or modify an already existing payment flow

. assign User entitlements to the authorized access profile

oo O b~ WDN B

. authorize the assigned User entitlements

Step 1 - Creating an access profile with standing instruction functionality enabled

Home My Transactions & Senices Inquiries & Searches Reports Tools & Preferences User Administration I
Home == User Administration == Access Management == Access Profile Access Management
Access Profile Summany ACCess Fromle
JInput | Authorization Req'd Flow Maintenance
Client Association
(1) Access Profile Hame (2) Status User Profile Access Profile Deta
ACTIVATION AUTHORIZER... Drocessed Client Preference
ACTIVATION HD MAEER C... Processed \User Entitlements
ACTIVATION MARER CEEM... DProcessed AML User Approval

After the Bank performs the initial setup on the Profile in CitiDirect at the Client’'s request, the Standing
Instruction functionality is automatically added to all access profiles existing on such a Client Profile in
CitiDirect. The exceptions from this rule are access profiles with ‘Creation Method’ specified. In this
case, the Security Manager should add the missing creation methods, i.e. ‘Standing Instruction’ and

‘Recurring Payments’ to these access profiles
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There are two ways for the Security Manager to add Standing Instruction functionality to access profiles.

The first option is to create a new access profile specifically for the Standing Instruction service.
Second option is to modify an already existing access profile and add the Standing Instruction

functionality to it.

In case of the modification of an already existing profile, such an access profile can be saved under its

already existing name — this will cause the expansion of entitlements for those Users who hawe this profile

assigned to them.

Saving the profile under a new name will result in the creation of a new access profile, which will then

need to be assigned to the Users who should gain access to it.

To create a new access profile, select the ‘User Administration’ tab in the CitiDirect main menu and then

click the ‘New’ button in the right lower corner of the screen.

Py | OnlineHelp | MyPreferences | Inbox | SupportWebsite | Close
CitiDirect® Online Banking i
CItI PPHU KAROLA S.A. Privacy Statemen
09192014 11:35.03 |Search CitiDirect Menu <
I'would like to ... -
Home Inquiries & Searches Reports Tools & Preferences d
I Home == UserAdministration == Access Management == Access F'roﬂlel [r'* Favorite Reports
Access Profile Summary Last Login Date 09/1952014 11:09:10

[Input | Authorization Req'd

{1} Access Profile Hame (2) Status
STSTEM ADMINISTERATOR Processed d
AUTHORIZE 1 LEVEL Processed
AUTHORIZE 1 LEVEL UER Processed
AUTHORIZE Z LEVEL Processed
AUTHORIZE Z LEVEL UER Processed
AUTHORIZE ALL Processed

CDh LITE AUTHORIZATION 1 Processed
CD LITE AUTHORIZATION 2 Processed

C LITE INPUT IMPORT REL Processed

CD LITE INQUIERY PL DAT Irocessed
C& EMPTY ROLE Processed
-
4 3
Expand

== Row 0 of 1 == | Right Click on column titles to customize All

k& . ) Goto Other

Q @ !Q View Changes | Hew | Delete Details | Options
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Modification of an already existing profile can be performed under the same tab. To modify an existing

profile, select it from the list of existing profiles and then click the ‘Go to Details’ button in the right lower

corner of the screen.

fccess Profile Summal Last Login D

[input | Authorization Req'd | View

Goto Other
Details | Options

(1) Access Profile Hame (2) Status Access Profile Details
CD LITS AUTHORIZATION 1 PL DAP Processed f + General Cash Pl
w Global
CD LITE AUTHORIZATION 2 PL DAP )] a T
rocesse - b Bhility to customize grid for client - &ll users
I CD LITE INPUT IMPORT RELEASE PL DAP Processed  Impart Transactions
TOLITE INUUIERY FL DEP Y T - b Amount
- b Processes
C3 EMPTY ROLE Processed
w Libraries
DELPHI Processed ¥ Library Name
FILE EXPORT DAP Processed - b Processes
L
eUT Processed T Messages
: F Processes
INQUIRY DAP Processed S v Pryments
DK LITE REPORTS INQUIRIES Processed ¥ Crestion hethos
BEPORTS AND INQUIRY DAP Processed » Paymert Method
H b Processes
BEPORTE DAP Processed L+ Payments - CEEME Reports
BEPURTS LIERRARIES DLP Processed
SDD DEETOR AUTHORISE Processed
SDD DEETOR INPUT Processed
SDD DEETOR REPORTING Processed
-
4 »
Expand
<<FRow 26 6f 55 == | |Right Click on column titles to customize (13/(2) sorted columns Al

ENEIL

View Changes

In both of the abovementioned situations (creation of a new access profile or editing an already existing

Hew || Delete

profile), adding the Standing Instruction functionality is performed in the same way. Regardless of whether
you hawe clicked on ‘New’ or on ‘Go to Details’ the next step is to select ‘Payments’ from the list of criteria
on the left and click[#] icon to expand the list. Next, select ‘Creation Method’ option from the list — a window
with list of functions will appear on the screen. On that list, select ‘Standing Instruction’ and ‘Recurring
Payments’ and confirm your choice by clicking ‘OK’. The selected functions should now display to the right

part of the screen.

To select additional functions from the list, hold down the ‘CTRL’ key on your keyboard and select them from
the list — then confirm your choice by clicking ‘OK’. The change must then be approved with ‘Authorize’
button at the bottom of the screen. If the access profile is also meant to grant access to the Standing
Instructions library, please refer to the detailed information in the ‘Other settings — Standing Instruction

library and reports’ section of the hereby User Manual.

Entitlement Criteria Access Profile Details
R T ;|
[+ b General Cash Pl
1. Find the service and click the |2/ Library Look Up Dialog (25
‘+ symbol next to its name
Creation Method Description | Creation Method
G Create Tramsaction From Full - Limited Modifi... TFROM PREF
I b Import Transactions
______ + Inactive User Inguiry Create Transaction from Editable Temwnlate Pre._. TEMP PREF
------ + Incrementsl Account Statement Inguiry Create Tramsaction frow Netting 3. Select functions fromthe list and click
B b Libraries Create Transaction from Predefi: the ‘OK’ button.
- b Messages
- I Mokl & Tablet User Management Create txn from Restricted Template Pre SPEC_TREF
E—]""v Payments I Inport Free Formwat Transaction IMPORT
e 2. Click the ‘Creation Method’  Preformat Transaction THe_PREF
v+ Batch Confide, e . o ~ . Transaction INFUT
oot Company Recurring Payments |RECUR_PYHT
et nnfidectisl Transar o Types
o+ Creation Method ‘1 Standing Instruction SCHEDULE
e s CUFFENCY
e 0 EEUEER: THES == Row 0 of 10 == | (130(2) sorted columnzs
-« *+ Fi Preference
-+ Payment Method OK | Search || Update Screen Cancel
-+ Confidential Payments I | I
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The selected options are presented below:

Access Profile Detail

Access Profile Name

Entitlement Criteria Access Profile Details
III F OO IV e e - E|v Pa'y'ments
[ b General Cash Pl J .. w Crestion Method
P Globel ] _ i+ Recurring Payments
Et-- b Import File Inquiry ‘e s Standing Instruction
G- I Import Map Definition

- I Import Map Management
- Impott Profile After selecting the suitable options, confirm
- I Import Transactions your choice w ith the ‘Submit’ button.

- b Solution Packager

- b System Configuration
- b Uzer Entitlement=

- b Uzer Profile A

Submit | Reset | Hext | Lorurnto | Other
Summary | Options

When the contents of an access profile are ready, click the ‘Submit’ button.

B|cees

After you click the ‘Submit’ button, a new window with access profile name will appear — type the name of the
created profile here and confirm with the ‘OK’ button. The Access Profile has been submitted for

authorization.

Access Profile Details
;I Elv Payments
- Crestion Method
[ Recurting Payments
oo Standing Instruction

Confirm the change w ith ‘OK.
| £:| Save As @
* Access Profile Name
|STANDING INSTRUCTION]

* Required Field Cancel

Step 2 - Authorize the created access profile

To authorize an access profile, go to the ‘User Administration’ tab in the CitiDirect Senices window main
menu and select the ‘Access Profile’ option. Next go to the ‘Authorization Req’d’ tab — a list of profiles

pending authorization will appear.

Authorization of an access profile can be performed by a person with the Security Manager entitlements,

different from the person who created/entered the changes.
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Access Profile Summary

Input © Authorization Reqg'd

4% 0 Deobla Hanoo L Tl atuc

STANDING INSTRUCTION

Authorization Begquired

Click the name of the profile you want to authorize — the contents of the profile will appear on the right side of
the screen. If the profile has been modified, you can click on ‘View Changes’ in order to see comparison of

previous and current contents of the profile in a new window.

Home == UserAdministration == Access Management == Access Profile

Access Profile Summary La

Input | Authorization Req'd

(1) Access Profile Hame (2) Status Access Profile Details
STANDING INSTHUCTION

Authorization Required - E" Paymerts

[ Crestion Method

: Recurring Payments
Lo o Standing Instruction

A

Expand
All

== Row 0 of 0 == | Right Click on column titles to customize| (1)42) sorted columnz

Q| &S| %

Send to
Repair

Other

[ Options

View Changes | Authorize

To authorize the profile, click ‘Authorize’.

Step 3 Define _the payment flow

While defining the settings concerning the payment flow for Standing Instructions and Recurring Payments,
please keep in mind the following:

i. The ‘Standing Instruction’ requires definition of a separate payment flow (‘Flow Maintanance’)
that will apply to each created Standing Instruction.

ii. For the Recurring Payments the same flow as for the standard payments may be used.
Exception from that rule is the flow with specified ‘Creation Methods'. In this case, the Security

Manager should add the ‘Recurring Payments’ creation method to the existing flow.

iii. If the Recurring Payments should require a separate flow from the flow of standard payments,

the Security Manager should create a separate payment flow with ‘Recurring Payments’ as creation
method.

www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

citi handlowy’



Described below are the details of applying these settings:

(i) Defining new payment flow for the ‘Standing Instruction’ function

In the ‘User Administration’ tab in the main menu, select ‘Flow Maintenace’.

Home My Transactions & Senvices Inquiries & Searches Reports Tools & Preferences
dome == User Administration == Access Management == Access Profile Access Management
Access Profile Summary Access Drofile

Input | Authorization Req'd View

(1} Access Profile Hame I (2) Status User Profile Access Profile Details

Client Preference
User Entittements

AML User Approval
Next, click the ‘New’ button in the right lower corner of the screen.
Flow Maintenance Summary
CIRPWEE| Authorization Req'd | View
(1) Service Class I (2) Flow Hame Flow Status | M Flows Details
Access Profile DEFAULT Processed =] (= Output Criteria
Client Configuration DEFAULT Procassed - b Authorization Level 1
F Release Reguired
Client Preferences DEFAULT Processed
Flow Maintenance DEFAULT Processed
Iuport Map Management DEFAULT Processed
Import Transactions DEFAULT Processed
Libraries DEFAULT Processed
Messages DEFAULT Processed
Mobile & Tablet User Management DEFAULT Processed
Payments DEFAULT Processed
User Entitlements DEFAULT Processed
User Profile DEFAULT Processed
-
l “ Expand
== Row 13 0f 18 => ‘Righ‘l Click on column titles to customize‘ (13420 sorted columrs i All

E & Goto Other
Q @ !g Hew Delete Options

Click on the j button and select ‘Payments’ from the drop-down menu:

Home == User Administration == Access Management == Flow Maintenance

Flow Maintenance Details

How Hame Service Class
|NEI|I Payments ﬂ

Twport Transactions _AI
Available Criteria Libraries
E| w Input Criteria Messages j
+ Preformat Group Code

+ Creation Method
+ Intra Compary Only

Next, select ‘Creation method’ - a window will appear. Select ‘Standing Instruction’ and confirm by clicking
‘OK'.
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Flow Maintenance Details

Flow Name

Service Class

|m:m

Available Criteria
[ Input Criteriz

[rayment.s j

|| 5et up values for Creation Method

==l

Creation Method Description {1} Creation Method
Input from Full-Limited Modifications Preformat FLOM_PREF
Iritra Company Onl
pary 4 Inport Free Formwat Transaction IMPORT
Account
Subsidiary Idertifier Import to Pre-format IMPTOPREF
Payment Currency Import Preformat Transaction INP_PREF
Payment Method
Input Free Form and Predefined Beneficiary/Ed... INPUT
Payment Type
Confidertial Croate tvm from retting JETTING
""" * Processing Location RBecurring Payment | RECUR_PYMT
w Cutput Criteris
_____ + autharization Level 1 Standing Instruction SCHELDULE
+ Autharization Level 2

« Authorization Level 3 <<RowOof 8= | (13(2) sorted columns

+ Autharization Level 4
..... + Authaorization Level 5 OK Search Update Screen Cancel

----- + Authorization Level 6 ‘ I

Flow Maintenance Details

Flow Hame Service Class
|N’EILT | Payment.s j

Available Criteria

Selected Criteria
- Input Criteria

= Imput Criteria

(- w Creation Methad
* Recurring Payment
= Standing Instruction

------ * Preformat Group Code
Creation Method

Intra Compary Only
Account

------ = Subsidiary Identifier
...... * Payment Currency

...... + Payment Method

------ + Payment Type

------ + Confidential

------ *+ Processing Location

[=]-w» Owtpt Criteria

I + Authorization Lewvel 1 I
------ + Authorization Lewvel 2
------ + Authorization Level 3

| £:| Set up values for Authorization Level 1 @
Humber of Authorizers

The selected records will appear on the right side of the screen. To save the changes, click ‘Submit’.

Home == User Administration == Access Management == Flow Maintenance
Flow Maintenance Details

Flow Name Senvice Class
‘mzm [Payments j
Available Criteria Selected Criteria
[=--w Input Criteris = - Input Criteria
+ Amount = Creation Method

* Pretormat Group Code
-+ Creation Method -+ Standing Instruction
-+ Intra Company Only =1 Output Criteria
-+ Accourt - Autharization Level 1
- = Sybsidiary Identifier S|
- = Payment Currency

* Recurting Payment

=} Release Required
* Payment Method * Yes

* Paymert Type

* Confidential
-+ Processing Location
Outpt Criteria
+ Authorization Level 1
+ Authorization Level 2
- = Authorization Level 3
Authorization Level 4
Authorization Level 5
Authorization Level B
Autharization Level 7
Autharization Level §
Authorization Level 9
Release Required
“erification Reguired

Return to Other

Ress He Summary | Options

=]
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In the next window, you can change the name of the payment ‘Flow’:

—| Sel
E..

| £:| Save As

* Flow Hame

Flow Standing Instructic\nl =

* Required Field

Click ‘OK’ to save the changes.

Home == UserAdministration == Access Management == Flow Maintenance

Flow Maintenance Details

Flow Name Service Class
|NEIIJ | Payments j

Available Criteria
Elv Input Criteria
- Amount
Preformat Group Code

.

Selected Criteria
E| Input Criteria
- Greation Method
+ Recurring Payment

.

Creation Method
Irtra Company Only
Account
Subsidiary ldentifier
Payment Currency

-+ Standing Instruction
|E|V Output Criteria
Avthorization Level 1
e

Release Reguired

.

.

.

.

*+ Payment Method e YEm
-+ Payment Type EI----v_ “Yerification Required
-+ Confidential L e

.

Processing Location

Important! For the flow concerning ‘Standing Instruction’, only the ‘Output Criteria’ Authorization options are
applicable. Therefore, in case of specifying one of the following options: ‘Release Required’ and / or
‘Verification Required’ as output criteria (during the creation of the flow for Standing Instruction) these

options will not be considered.

@ii) If using the same flow for Recurring Payments and standard payments is not possible -

‘Recurring Payments’ option should be added for the flows where ‘creation methods’ are specified.
To do that, go to ‘User Administration’ tab in the main menu and select ‘Flow Maintenance’:

CitiDirect® Online Banking
PPHU KAROLA S.A.
09/19/2014 11:35:03

88 User Administration

Access Management

ACCo Brofils

User Profile

Client Preference
User Entitlements
Mobile & Tablet User

Management

:ome ‘or PPHU K2
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Next, select an existing ‘Flow’, with other creation methods than ‘Recurring Payments’ specified.

Home My Transactions & Senvices Inquiries & Searches Reports Tools & Preferences User Administration

Home => User Administration == Access Management >> Flow Maintenance [ Favori

Flow Maintenance Summary Last Login Date 11/22/2013

Input Authorization Reg'd | View

) semiceClas: I (2 Elowtlame I | Flow Details

-
I Payuencs FLOU WITH CREATION MEHOD N =

¢ E-w Creation Method
-+ Input Free Form and Predefined Beneficiary/Editable Templ
e o Create txn from netting
-+ Recurting Payment
e Standing Instruction

(SRR (Oraw ]

- Authorizetion Level 1

i

To modify the flow, click the ‘Go to Details’ button in the right lower corner of the screen.

Expand
All

Goto Other
Details Options

Delete

Click the ‘Creation Method’ option on the list of the ‘Input Criteria’. A window will be displayed. Pick

‘Recurring Payments’ option from the list available in that window and confirm the change with ‘OK’.

Home == User Adminjsiration == Access Management == Flow Maintenance
Flow Maintenance Details

Flow Name Senvice Class
Imow UITH CREATION MEHOD Ipa—,-menr.s

Selected Criteria
= Input Criteria

Available Criteria
1 Injout Criteria

— + Amount (=h-w Crestion Method
ralopmatCrantade + Input from Full-Limited Modifications Preformat
+ Import Free Farmat Transaction
B COmpaTy o * Import to Pre-format
+ Account + Import Preformat Transaction

* Input Free Form and Precefined Beneficiary/Editable Template

* Subsidiary Identifier i
= Output Criteria

* Payment Currency

*+ Payment Method = w Authorization Level 1
* Paymert Type LR |
— + Confidential
— = Frocessing Location Set up) values for Creation Method X
[l Output Criteria St
— + Authorization Level 1
Creation Method Description } (1) Creation Method

o+ Audhorization Level 2
-+ Aughorization Level 3
+ Aughorizetion Level 4

+ Authorizetion Level 5

+ Authorization Level 6
-+ Authorization Level 7
-~ = Auihorization Level §

Inpuc from Full-Linited Hodificacions Preformat FROM_PREF
Import Free Format Transaction IMPORT
Inport to Pre—format IMPTOPREF
Inport Preformat Transaction IMP_PREF
Input Free Form and Predefined Beneficimrw/Ed... INPUT

-+ Auihorization Level 9 )
i + Release Reguired Cragte tun from netting METTINC
+ Yerification Required Recurring Payment RECUR_PYHT
TCHIDULE
<<Row 0of8== | (1)42) sorted columns
OK | Search || Update Screen | | Cancel

The change will appear on the right side of the screen.
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Selected Criteria
= Input Criteria
¢ B@--w Crestion Method
=+ [nput from Full-Limited Modificstions Preformst
=+ Import Free Format Transaction
L+ Import to Pre-formet
«* Import Preformat Transaction
« = Input Free Form and Predefined Beneficiary/Ediable Template Preformats
i Lo+ Recurring Payment
[5- Output Criteria
| B duthorization Level 1 |
|

To save the changes, click ‘Submit’.

Return to Other

’ Sl.lhmlt] Reset || Hext ‘ Summary || Optione

In the next window, you may change the name of the ‘Flow'.

Save As

* Flow Name
ItELDU WITH CREATION METHOD

* Reguired Field

0K Cancel

Click ‘OK’ to save the change.

(iii) Creating separate flow for ‘Recurring Payments’.

To create a separate flow, go to the ‘User Administration’ tab in the main menu and select ‘Flow

Maintenance’.

CitiDirect® Online Banking
PPHU KAROLA S.A.
09/19/2014 11:35:03

35 | User Administration

Access Management
Acca Profila

User Profile

Client Preference
User Entitlements
Mobile & Tablet User

Management k
:ome -or PPHU K2
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Next, click the ‘New’ button in the right lower corner of the screen.

. Expand
All

Goto
Details

Other

Delete Options

Click on the j icon and select ‘Payments’ from the drop-down menu:

Home My Transactions & Sernvices

Inquiries & Searches

Reporis

Home == User Administration == Access Management == Flow Maintenance

Flow Maintenance Details

Tools & Preferences W—

Flow Name Service Class
NEW Fagment, £ | ﬂ
Librariss :l

Available Criteria
Input Criteria
-+ Amourit
-+ Preformat Group Code
-+ Creation Method

Irtra Company Only
Aceourt

Selected Criteria

Payuents
AYLENT S

EIVICES

Select ‘Creation Method’ and choose ‘Recurring Payments’ from the list in the new window. Confirm your

choice with ‘OK’ button.

Home == User Administraion => Access Management >> Flow Maintenance

Flow Maintenance Details

Flow Hame

Service Class

|1\m'w | Payments

Available Criteria

ted Criteria

Bl w Input Criteria
« Amount
Preformat Group Code

Subsidiary Idertifier
« Payment Currency
Payment Method
Paymert Type
+ Confidential
e+ Processing Locstion
[l Output Critetia

[+ Muthorizetion Lavel 1
Authorization Level 2
Authorization Level 3
+ Authorizafion Level 4
Authorization Level 5
Authorization Level 6
Authorization Lewvel 7
Authorization Level §

[ Input Criteria

[=]w Output Criteria

e

(- Creation Method
o+ Recurting Payment

B w Authorization Level 1

B Set up values for Creation Method @

Authorization Level 9
Release Required

Yerification Required

Creation Method Deserij l (1) Creation Method
Input from Full-Limited Modifications Preformat FROM PREF
Import Free Format Transaction IHPORT
Iuport te Pre-format INPTOPREF
Import Preformat Transaction IMP_PREF
Input Free Form and Predefined Bemeficiarvy/Ed... INPUT
Create txn from netting NETTING
RPaocurring Payment RECUR_PYHT |I
Standing Instruction SCHEDULE
==Row 7 of§== | (1)i(2) sored columns

OK Search

Update Screen

Cancel
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Selected records will appear on the right side of the screen. To sawve the changes click ‘Submit’.

‘ﬂ

] Return to Other
I| Subnnit | Reset | Hext ‘ Summary || Options

The next window enables you to change the name of the ‘Flow’:

Save As

* Flow Name
]SEPARATE FLOW FOR RECURING PAY

* Required Field

Click ‘OK’ to sawe this change.

Step 4 - Authorize new payment flow or modified existing payment flow

According to the description under section 6.2 of the hereby User Manual, configuration setup requires

authorization.

Step 5 - Assign Users with _entitlements to the authorized access profile

Assigning Standing Instruction entitlements to the Users, i.e. assigning authorized access profile to the User
is performed according to the description of User entitlements assignment available under section 5.1 of the

hereby User Manual.

Settings applied to the flow of payments for Standing Instructions and Recurring Payments determine which
entitlements will be needed for the Users to make payments with use of those functions.

The Users who should only be enabled to create Standing Instructions and Recurring Payments should be

assigned a different access profile than the Users with authorization entitlements.

Step 6 Authorize the assigned User entitlements

Authorization of assigned User entitlements is performed according to the description of User entitlement

assignment available under section 5.2 of the hereby User Manual.

If acting as the authorizing Security Manager you do not want to authorize the assigned entitlements, you
can send such modification to repair or reject it (in such case, the new User will have no assigned

entitlements, while the modified User will retain the scope of entitlements from before the modification.)
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7.2 Other settings — Standing Instruction library and reports

The ‘Payments — Standing Instructions’ library is used by the Users entitled to access it in order to create
entries containing Standing Instruction Types, Business Units and email addresses — all of which are be
stored in the library for later use during creation of standing instructions and in the Standing Instructions
reports. The User who creates standing instructions may set notifications for them — those notifications are

sent to the email addresses stored in the library.

Entitlements to the Standing Instruction Library should be assigned already from the level of the access
profile creation/modification. Such creation/modification has been described above in Step 1 ‘Creating an
access profile with standing instruction functionality enabled’. The ‘Payments — Standing Instruction’ library

should be selected from the list of entitlement criteria as additional setting and added to the access profile.

Home == User Adminisiration == Access Managemeni =F Access Profile

Access Profile Detail Last
Access Profile Name
Entitlement Criteria Access Profile Details
LLI WA § BYVGARS VI ST T
¥ b Import Profie B Library Look Up Dialog
- b Import Transactions
7+ Inalive User incury (1) Service Class (2) Description
-+ Incremental Account Statement Inguiry _‘I
[+ b Intra-Group Accourts Payments Turpose of Funds Philippines
* Investigations Payments Purpose of Funds Sub-Code
* Investments
+ Invoice Inguiry Payments Purpose of Payment
* Korea Reports Payments Purpose of Transaction
~ " Payments Reason Code
Libraries
+ Library Name Payments Reporter
| Payments Pussia Country Code Library
[+ P Liguicity Reports m 11 e o ———
1 _ It
[ b Lockbox Activity and image Inguiry Gt e i
* Lockbox Reports Payuents Sanctions Country - Japan Library
-k MBTI Sanctions Checking Paymants Sign-on Hessages
+— + Manual FT Payments Report
- b Manual Funds Transfer & s osial . & e
-+ Map Governance Reports Payments Standing Instruction
- b Messages . A
| + Mexico Reports Ferymrerr Srdrridiary—Sdvnrrfier
[+ b Mobile & Tablet User Management Payment s Tax Cacegory
* My Accounts Payments Tax Code
o+ NA Paid Checues Incjuiry X .
- b Netting Payments Technical Account Library
o # Netting - Inbernal User Reports Payments Tenor
* Netting - Manager Reports -
Bl b Netting Account Reconciiation ==Row 1090f 153 == | (1)/(2) sorted columns
i+ New Insurance Letters of Credit
[+ b Notification Channels 0K Search Update Screen Cancel

- b Notifications
~— + Offline Authorization Reports ‘

& Pwme Bene ek 0 cksine Inse i

Access Profile Details
E|v Libraries
E|"'l'r Library Mame
— Standing Instruction
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To define the authorization flow for the Standing Instructions Library, select ‘Access Profiles’ from the ‘User
Administration’ tab in the main menu. Next, select the flow you wish to authorize from the ‘Input’ tab and click «
on ‘Go to Details’ button in the right lower corner of the screen. Input appropriate data to define the flow. It is
possible to define up to three levels of authorization for creating of modifying the records in the library. If
creating library entries should not be subject to any validation, please choose level 1 authorization and set

the number of authorizing persons to 0.

The User may also hawe access to reports from initiated standing instructions. Such report belongs to the
reports from initiated transactions — being assigned entitlements to this group of reports is enough for the

User to be able to access the standing instruction report.
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8. Client preferences modification

The Security Manager can make changes to the Client’s preferences such as manual input of transaction

reference or setting default values for fields, eg. default account for fees and commissions.

8.1 Client preferences modification (creating Security Manager)

In the CitiDirect Sernvices window hover over the ‘User Administration’ option in the main menu and go to the
‘Client Preference’ tab to modify the settings related to preferences.
CitiDirect® Online Banking

PPHU KAROLA S.A.
09/19/2014 11:35:02

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile

Client Preference

el ETUUETTIETIT
Mobile & Tablet User

Management
We iking For PF

A list of functions available from the ‘Client Preferences’ screen will appear. To modify any function except
for Payments, please contact Citi Handlowy.

Client Preference
(Inputl| Authorization Req'd | View

{1) Service Class Hame | Preference Status
Global Processed
TIunport Map Manage. .. Processed
Tuport Tr&sactions Processed
Payments Processed

To modify the Client preferences regarding ‘Payments’, select this option on the list and click ‘Go to Details’.

Home == User Administration == Access Management == Client Preference
Client Preference

(Inputly] Authorization Req'd | view

(1) Service Class Hame | Preference Status | Preference Values
Global e — | [l Transaction Reterence |«
Inport Map Manage. .. Processed Method
-+ Full Auto
Inport Transactions Processed =] Prefix ID
Payments Processed -+ Mone Specified

=] Edit Defaults

Transzaction Charges

+ Qur

Tranzaction Charges VarldinkEe
- * Releaze Red'd ;I

b

View
Grid

== Rowy 4 of 4 == | |Right Click on column titles to customize

Qe %

Go to Other
Details Options

I
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Just like with other CitiDirect configuration screens the left side of the screen features the senices available

for modification, while the right side displays those senices that have already been added.

For ‘Payment’ preferences only the ‘Method’ option can be modified. To modify ‘Method’ just select it from
the list — an additional window will appear where the setting can be changed. Confirm the new choice with

‘OK’ and then submit the change for authorization by clicking the ‘Submit’ button.

Client Preference Details

Service Class Hame
| Payments

Please select from the available preference criteria |£| Criteria for Method @
- Transaction Feference

| »

Prefix I Full Auto

Edlit Defaults
------ + Trangaction Charges Manual I
------ *+ Tranzaction Charges Worldink® Prefix Auto
------ + Dehit Account
...... + Credit Account == Rowy 2 of 3== | (1142) zorted columnz
------ + Ordering Party
...... + COmBED | 0 Search Update Screen Cancel
------

i s Mone Specified
(Sl Credit Arcnoorg L

...... + Priorty Code

------ + Delivery Method

------ + Cut-Off Time Messages

------ + Cut-Off Time Processing

------ + Preformat Type Default

------ + GContact For Premiurm

------ + Subsidiary [dentifier

------ + Default Subsidiary [dentifier

------ + Initial Printable Status

------ + Show CEEMEA fields in Payments Summary

------ + Default Value Date

Ao Save

------ + ACH WalueProcessing Date Entry Preference
...... + DDJCW YalueProcessing Date Entry Preference
------ + Default Search Criteria for Yiew Summary ;I o Delete

+ Miafaul Dot Cedae for Daumarts S

K

|£:| Criteria for Base Currency IEI —

My Curreney Coide: | Currency Hame

=< Row 1 of 1 == (13027 zorted columns

0K Search Update Screen Cancel

T Lonuo g e ni e Srered

[
Reset to View
Default Grid

& Submit | Reset | Next | fcturnto | Other
Summary || Options

Note! Please do NOT modify the option ‘Base Currency’ under the ‘Payments’ service — it must be

always set to ‘PLN’. If any other currency is set there, no payments can be made.

Authorization of payment, just like other such authorizations, can be performed by a User with Security

Manager entitlements, other than the User who created/entered the change.
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8.2 Client preferences modification (authorizing Security Manager)

To authorize preferences go to ‘Client Preference’ tab from the ‘User Administration’ drop-down menu in the

CitiDirect Senices window.

CitiDirect® Online Banking
PPHU KAROLA S.A.
09/19/2014 11:35:03

User Administration

Access Management

Access Profile
Flow Maintenance

Mobile & Tablet User

Management
We iking For PF

To perform authorization, go to the ‘Authorization Req'd tab’.

Client Preference

(1) Service Class Hame I Preference Status

Payments Authorization Pequired

To authorize the changes made to the Client preferences select the appropriate record from the list under
the ‘Authorization Req'd’ tab and then click the ‘View Grid’ button. The options selected in the Payments
preferences will appear. If the changes are correct, click the ‘Authorize’ button. If you see errors, click ‘Send
to Repair’ or ‘Reject’ options.

Client Preference
Input | Authorization Req'd View

(1) Service Class Hame Preference Status Preference Values
Payments Authorization Recquired ;I E" Tranzaction Reference
ethodd

+ Full 2uta
Prefix 1D
* Mone Specified
[=]--w Edlit Defauts
ranzaction Charges
* Cur
Tranzaction Charges WorldinkE
[ Beneficiary
Dehit Account
* Mone Specified
Credit Account
* Mone Specified
Ordering Party
L s MNone Specified
Company
* Mone Specified
Base Currency
i+ POLISH ZLOTY

-
4 4
<< Row 00f 0 == | |Righ‘t Click on column titles to customize|
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9. Mobile / tablet access

9.1 Mobile / tablet access (creating Security Manager)

In order to grant CitiDirect mobile access and/or tablet access to the User, or to modify such existing access
— go to the CitiDirect senices window, hover over ‘User Administration’ tab and then select the ‘Mobile &

Tablet User Management’ option from the drop-down list.

CitiDirect® Online Banking
PPHU KAROLA S A
09/19/2014 11:35:03

User Administration

Access Management
Access Profile
Flow Maintenance
User Profile
Client Preference
Uzer Eptitlement
Mobile & Tablet User

e ikina For P

Depending on whether the Security Manager assigns entitlements to the User or just edits the existing

mobile / tablet access entitlements, they must perform the steps described below:

a) Entitling the User with mobile / tablet access
To entitle the User with mobile / tablet access, select ‘New’ in the ‘Input / Modify’ tab.

Mohile & Tablet User Management Summary

Client Name
ﬂ |PPH'U EAPOLA 5_A.

" Input Modify Authorization Req'd View

(1) User 1D Last Hame First Hame Status

-
A 3
== Row 0 of 0 == (1342 sorted columns

q. @ @ pelete | G010 Other
Details Dptions
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A list of Users will appear. Select a User that you wish to entitle with mobile/tablet access.

If there is only one User with no entitlements to mobile/tablet access, right after clicking ‘New’ you will be
redirected to the screen with details. If there is more Users without such entitlements, a list containing their
names and surnames will appear — please select the User who you wish to entitle from that list and confirm

your selection with ‘OK’.

| £:| Mobile Users lookup @
ddle Hame a ame ployee Id elephone
ARTUER DARTUSE MARSELLEE 43
EAROLINA NOWICEL 43
TOMASE NOWICEI 43
| | v
== Row 1of 3== | (1)42) sorted columns
0K Search Update Screen Cancel

Complete the ‘SMS Country Code / Phone Number' field in the User details.

To enter the phone number, click the 7| icon — a list with country codes will appear. Select the telephone
code of the User's country from the list. Confirm your choice with ‘OK’ button. The further part of the User's

number needs to be typed manually.

|| Library Look Up Dialog @
1) Country Code Country Hame
: o _‘I
43 Austria
44 Tnited Fingdom
45 Denmark
46 Sweden
47 MNorway
48 Poland | I J
43 Cermany
Loz Guatemala
E03 El Salwvador
Lo4 Honduras
Eoe Costa Rica -

== Row 44 of 86 == | (1)42) sorted columns

—
| OK Search Update Screen More Cancel

Now enter the User's email address and select the language preference for the received email notifications.

In case of entitling the User with mobile access select the ‘Mobile Access Enabled’ checkbox and in case of

entitling the User with tablet access select the ‘Tablet Access Enabled’ checkbox.

Muobile & Tahlet User Management Detail Last Login Date 09/19,201.

First Name Middle Name Last Name
|AP.TU11 |mmzusz MARZZALEH
SMS Country Code/Phone Number

ﬂ [ 43 SE6TITEEE

* E-mail i Preference for E-mail
|Artur.l‘larszalek@p.pl EI ﬂ |PDl:Lsh
I [ Mobile Access Enabled I | |+ Tablet Access Enabled (ONLY AVAILABLE IN CERTAIN MARKETS, PLEASE CONTACT YOUR CITI REPRESENTATIVE)
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If the User should be receiving mobile notifications about payments awaiting for authorization or release,

please specify the appropriate configuration in the Notifications window.

To enter the information select ‘New’' like on the screen below. A window with ‘Notification Details’ will
appear — choose the preferred form of notifications (E-mail or SMS). In the ‘Processes’ window select the
entitlements currently assigned to the User. Additionally, it is possible to set up the limits for the number of

received SMS and e-mail notifications. To confirm the selected options click ‘Sawe’.

Click ‘New’
jaa | i | Inatelateted
| | Motification Details [ ==
=/ Library Look Up Dialo
* Sendices rocesse = B L 2 @
ﬂ Tayments ﬂ ‘
CONTACT YOUR CITI REPRESENT. B
[ E-mail Authorize
it CE Pending
[ SMS
Daily SMS Limit Heloase
10
Peturned/Bene Bank Rejected/Cancelled
Greater than or equal to Less tha
| 000, 000,00 ==Row10f 52> | (132) sorled columns
({The above amount is tied to Client's base currency) 0K || Update Screen cancel
— Edit || Delete
* Reguired Field Save  Close
Pin Generated Date Opt In Date Opt-Out Date

Select the notification form: E-mail or SMS.
Enter the configuration according to the entitlements

assigned to the User.

Confirm the choice with ‘OK’ and then save the change by

clicking ‘Save’ button.

After all information is entered, click ‘Submit’ (refer to the image below). The change will be submitted for

authorization.

Mobile & Tablet User Management Detail

Last Login Date 09195

First Name
|ARTT_TE

SMS Country CodePhone Humber
ﬂ | 18 666777888

* E-mail

Last Name
|mns ZALEE

Middle Name
|D.m1usz

Preference for E-mail

|Ar\:ur.ﬂarszalek@p.pl

¥ Mohile Access Enabled

Motification Set Up

‘L
g ﬂ |Polish

[ Tablet Access Enabled (ONLY AVAILABLE IN CERTAIN MARKETS, PLEASE CONTACT YOUR CITI REPRESENTATIVE)

Services I Processes

Payments Authorize

4

SMS | E-mail

==Row 0of 1 == ‘ (1)/2) sorted columng

Hew Edit

Delete

Pin Generated Date
[ =
Activation Status

Opt-Out Date
fof

Opt In Date

-~ =

‘ @ ‘ * Reguired Field

Other
Options

Return to
Summary

fler
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b) Modifying the Users mobile / tablet access

To modify an already existing mobile/tablet access entitlements for a particular User, select this User from ‘
the list available in the ‘Input / Modify’ tab and the click ‘Go to Details’. Next steps are identical to the ones

described abowe.

Mobhile & Tahlet User Management Summary

Client Hame
ﬂ |PPH‘U HAROLA S.A.

" InputModify Authorization Req'd View

(1) User ID Last Hame First Hame: Status

L41& | LATOSEEE ANNL Irocessed

L4177 MAZUPEIEWICZ MARZENA Processed

4
== Row 0of 0== | (1342 sorted columns

Q @ ﬁ;l Detete | S0t0 Other
Details Options

Authorization of mobile/tablet access entitlement, just like other such authorizations, can be performed by a

User with Security Manager entitlements, other than the User who created/entered the change.

9.2 Mobile / tablet access (authorizing Security Manager)

In order to authorize the granting of mobile access and/or tablet access, hover over ‘User Administration’ tab

in the CitiDirect Senices window and then select ‘Mobile & Tablet User Management’ option.

CitiDirect® Online Banking
PPHU KAROLA S A
09/19/2014 11:35:03

IUserAdministratiun

Access Management
Access Profile
Flow Maintenance

User Profile
Client Preference

ikina For P

Go to the ‘Authorize’ tab. Select the User who should be authorized. In order to display the details of the

User, click ‘Go to Details’ button.
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Mobile & Tablet User Management Summary

Client Name
ﬂ [prru RaROLA 5.4

I
f InputModify * [Althorization Reqg'd 1 View

[)
1060585 | MARSEALEE ARTUTR Authorization Recuired

4
== Row Oof 0==

[134(2) sarted columns

Q| 3| &%

If the entered data is correct, click ‘Authorize’. If you see errors, click ‘Reject’.
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10. Access Management Reports

‘Access Management Reports’ option enables generating system reports containing details of individual
access profiles (Access Profile Summary Report) and reports containing details about User profiles and the
access profiles assigned to them (User Profile and Entitlements Report). Compare the data from these two

reports to perform a complex review of User entitlements in CitiDirect.

To generate the abovementioned reports, in the CitiDirect Senices window hover over the ‘Reports’ tab and

select the ‘Access Management Reports’ option.

25 | Repors J Tools & Preferences  © UserAd

Access Management

Management

To check User entitlements and access profiles you can generate the following two reports from the list:

a) Access Profile Summary Report — information about entitlements in particular access profiles.

b) User Profile and Entitlements Report — information about Users and access profiles assigned to them.

In order to generate a report, select the report and click ‘Edit Report’.

Access Management Reports

Report Summary
[Fl-w Access Management Reports
------ + Account Management Summary Report
------ + Conflicting A ccess Profils Transaction Limit Repoart
------ + Access Profile Summary Report
------ + Access Profile Detail Report
------ + Uzer Profile and Entitiements Repott
------ T ANLC Oeer AOaR meport
------ + AL User by Client Report
------ + Logon Activity Report
------ * Uszer Activity - Report and Inguiry - Detail Repart
...... * Uzer Activity - Report and Inguiry - Summary Report

“\iew Reports
Date/Time |Report Hame

Criteria
Status

== Rowy: 0 of 0 ==

Add to Other
Favorites Options
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When you enter the report details view, adjust the report format. By default the report is generated in Adobe
(PDF) format. If you want the report to be generated in another format, click the ‘Format’ option and choose
the preferred format from the list. Click ‘OK’. Then run the report with the ‘Run’ button.

Edit Criteria

Report Hame

Base Report

|Access Profile Summary Report

Report Content
" Format [ Format
- | £/ Run Options (5| i« DHTML Report
* Favorite 5w Share
Client Name Report Format s
Status Excel (XLE) j 2w Favorite
[sdobe (PDFirequires Acrobat Reader (5.0 or higher)| v Mo

ﬂ DHTNL

Excel (XL5)
Rich Text Format (RTF)

[~ Compress with Winzip

¥ Multi-Language support requires MS YWord 2000 or higher

Lo e |

Reset To
Add Delete || Reset Defaults

S Run | Save Print Schedule LD
Run Summary

* Reguired Field

As soon as the report is available it will appear in the ‘View Reports’ window. To open and sawe it, double-
click on it.

Access Management Reports Last Login Date 09/19/2014 11:09:10

|
Report Summary
[=]-w Socess Manadgement Reports
-+ Account Management Summary Report
-+ Conflicting Access Profile Transaction Limit Repart
-+ Mocess Profile Summary Report
- Access Profile Detal Repart
[=]-- = Uzer Prafile and Erttlements Repart
+|Unsaved User Profile and Entitlz=ments Report |
oo AL Uizer Audit Report
e AW Uzer by Cliert Report
-+ Logon &ctivity Report
-+ zer Activity - Report and Incuiry - Detail Report
User Activity - Report and Inguiry - Summary Repart

Availahle 0971972014 Tmsawed User Prof

4| | >

Add to Run Edit Delete View Other
Favorites Report Report Report Options
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11. Viewing inactive Users

Except for the User view accessed via the ‘User Profile’ option described under section 2.8 of the hereby

Manual, CitiDirect also offers an option to view all the Users present in the system together with their

Safeword cards and last login dates.

To view such data, in CitiDirect Senices window hover over ‘Inquiries & Searches’ option and go to ‘Inactive

User Inquiry’.

I Inguiries & Searches Repors Tools &P

Specify the next day’s date in the criteria and select ‘Users that have never accessed CitiDirect’ option.

Confirm by clicking ‘Submit’ — a list of Users will appear.

Inactive User Ingquiry

(ICriterial ] Summary

* |ast Actiity Date
[before ~| 032072014 i~
% =
||7 Users that have never accessed CitiDirect I
First Name
|starts with j |
Last Name
|start,s with j |

@ i !; * At least one required figld

Clear
Criteria

Subniit

The list displays all the Users on the Client’s profile, together with their assigned Safeword cards, login dates

and creation dates.

Such list can be exported into a file by clicking the

Inactive User Inguiry

Criteria || ‘SUmmary

icon in the left lower part of the screen.

Client Hame Last Hame First Hame Client Type Safeword 1D Secured Pagsword ... (1} Last Activity Date
NOWICEA EAROLINA DPEEEES 031972014 11:032:43 +0Z00
NOWICEI TOMAZE DP7777 03/19/Z014 13:19:43 +0Z00
MARSEALEE ARTUR ZE6699 Never Accessed
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NOTE! Viewing Users in such a way enables the Security Manager to check if the User's Safeword card is

active on the side of the Bank. If more than 12 months hawe passed from the User's last login date, the card

may be blocked by the system ewven if the User status viewed by the Security Manager remains set as
‘Active’ - the User profile status options have been described under section 2.1 of the hereby User Manual.
In case of such User, a completed form requesting replacement of the Safeword card needs to be filed with

the Bank. The system does not block the Safeword cards of the Users who newer logged into the system.

Inactive User Inguiry Last Login Dal
[ Criteria_[ESummany]
I 1
Client Hame Last Hame First Hame Client Type Safeword ID Secured Password I (1) Last Activity Date I 1
NOWICEA EAROLINA PPEEEE 0971372014 11:03:43 +0z00
NOWICEL TOMASZ FPP7IT? 09/19/2014 13:19:43 +0z00
MARSZALEE ARTUR ZZeE93 Hewer Accessed
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PLN 522,638,400, fully paid-up.

This advertising material is for information purposes only and does not constitute an offer in the meaning of article 66 of the Civil Code.

Citi and Citi Handlow y are registered trademarks of Citigroup Inc., used under license. Citigroup Inc. and its subsidiaries are also entitled to
rights to certain other trademarks contained herein.

www. citihandlowy.pl
Bank Handlowy w Warszawie S.A.

citi handlowy’



	Pusta strona



